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The Ultimate Broadcast Receivers

Masterclass - Architecture, Performance,
System & Code

Welcome to the community of Android architects
and seasoned enthusiasts!

Hello again to all senior engineers, future architects,
and enthusiastic Android developers!

Continuing our 30-day challenge, we've reached
Day 7 and one of the most fundamental yet
challenging Android concepts: Broadcasts &
Broadcast Receivers. In previous posts, we covered
the basics and practical examples. Today, based on
your request for higher-level insights and deeper
details, we'll dive into a strategic analysis of this
mechanism from the perspective of a system
architect and with an eye on AOSP. Today's
discussion is for those who want to master not just
the how, but the why and the internal workings and
system implications.
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Quick Refresher with Examples: —

Before diving deep, let's quickly review receiver types with
code:

Static Receiver (Manifest-Declared):

For critical system events like BOOT_COMPLETED. Works
even when your app is closed (respecting Android 8+
limitations).

<receiver
android:name=".MyBootReceiver"
android:enabled="true"
android:exported="true"> <intent-filter>
<action
android:name="android.intent.action.BOOT_COMPLETED" />
<uses-permission
android:name="android.permission.RECEIVE_BOOT_COMPLETED" />
</intent-filter>
<[receiver>
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Dynamic Receiver (Context-Registered):

For events relevant only when a component (like an Activity)
Is active, such as reacting to airplane mode changes.

private val alrplaneModeRecelver = object : BroadcastRecelver() 1

override fun onReceive(context: Context?, intent: Intent?)

val isAirplaneModeOn = intent?.getBooleanExtra("state", false) ?: return

1" A

0og.d("AirplaneMode"”, "Airplane mode state changed: $isAirplaneModeOn")

o
L

override fun onResume()
super.onResume ()
val filter = IntentFilter(Intent.ACTION_AIRPLANE_MODE_CHANGED)

registerReceiver(airplaneModeReceiver, filter)

override fun onPause()
super.onPause()

unregisterReceiver(airplaneModeReceiver)
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Comparison Table: Static vs. Dynamic

Receivers:

—

Feature

Static Receiver
(Manifest-Declared)

Dynamic Receiver
(Context-Registered)

Lifetime

Even when app is inactive
(with limits)

Only while the registering
component is active

Registration

In Manifest (compile-time)

In Code (runtime),
requires manual
unregister

Context Dependency

No (directly)

Yes (depends on the
registering Context)

Resource Usage

Medium (potential to wake

Low (active only when

up app) nheeded)
Flexibility Limited High (full control in code)
.. Strict limits for Implicit No inherent limits (but
APILimits since APl 26+ follows Lifecycle)
. Needs careful exported & Better control via Context
Security

permission setup

and active time

Example Use Case

Startup after boot
(BOOT_COMPLETED)

Ul changes based on
runtime events
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Performance Optimization: Beyond goAsync

We all know onReceive must be fast. But true optimization
means understanding the bottlenecks:

e Resolution Cost & Wake-up: The system incurs costs
finding suitable receivers for each broadcast (static or
dynamic). More receivers and filters mean higher costs.
Sending unnecessary broadcasts or using overly broad
filters creates overhead.

e WakeLock Management: The system automatically
holds a short WakelLock to execute onReceive. goAsync
extends this WakeLock for you slightly (around 10
seconds) to perform light background work . But
remember:

o This time is limited and not guaranteed.

o Forgetting pendingResult.finish() wastes resources
and negatively impacts battery life.

o For longer or guaranteed tasks, WorkManager, with
its smarter WakelLock management and opportunistic
execution, is a better choice.
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_ \ with Coroutines for lightweight be
override fun onReceive(context: Context, intent: Intent) {
val pendingResult = goAsync() // Obtain PendingResult

CoroutineScope(Dispatchers.I0).launch { // Run work on a background thread

try {
Log.d("ReceiverPerf", "Starting background work...")

f f 5 £ o= - L o p— N e e e e . -
// Pertorm a JQULLOK cLime-consuming operatlion
rerences)

delay (1000)

Log.d("ReceiverPerf", "Background work finished.")
t finally {
pendingResult.finish() // Mark work as finished and release W

override fun onRecelve(context: Context, intent: Intent) 12

Log.d("ReceiverTrigger"”, "Received broadcast, enqueueing WorkManager task.")
val inputData = workDataOf ("DATA_KEY" to intent.getStringExtra("payload"))

val workRequest = OneTimeWorkRequestBuilder<MyDataProcessingWorker>()
.setInputData(inputData)

build()

WorkManager.getInstance(context).enqueue(workRequest)
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e Risk of Broadcast Storms:

A scenario where an event triggers a broadcast, and its——®
receiver triggers the same (or another triggering broadcast),
creating a vicious cycle. This can cripple the system.

e Prevention: Precise filtering, using Debouncing or
Throttling mechanisms in receivers, avoiding sending
unnecessary broadcasts from within onReceive, and
using LocalBroadcastManager or alternatives for internal
communication

e Advanced Conditional Registration:
Register the receiver only when truly needed. This isn't
limited to Activity Lifecycle; it could be based on application
state, user settings, or even network status.

private var isNetworkReceiverRegistered = false

fun updateNetworkMonitoring(context: Context, enable: Boolean) <
if (enable && !isNetworkReceiverRegistered) 1<
val filter = IntentFilter(ConnectivityManager.CONNECTIVITY_ACTION)
context.registerReceiver(networkChangeReceiver, filter)
1sNetworkRecelverRegistered = true
Log.d("ConditionalReg", "Network receiver registered.")
¢ else if (!enable && isNetworkReceiverRegistered) 19
context.unregisterReceiver (networkChangeReceiver)
1sNetworkReceiverRegistered = false

Log.d("ConditionalReg", "Network receiver unregistered.")
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Architectural Patterns & Broadcasts: /= :

Broadcasts can play a role in various architectural patterns,
but with caveats:

e Internal Event Bus: Using LocalBroadcastManager (or
better, Flow/LiveData) to implement the Publish-
Subscribe pattern within the app.

o Pros: Excellent decoupling between components
(e.g., a Service doesn't know about the Activity, it
just publishes an event).

o Cons: Debugging the data flow can become difficult;
potential for hidden dependencies on events. Must
be used carefully and structuredly.

val localIntent = Intent("custom-event-data-updated”).putExtra("item_id", 42)

LocalBroadcastManager.getInstance(context).sendBroadcast(locallntent)

private val datalUpdateReceiver = object : BroadcastReceiver() %
override fun onReceive(context: Context?, intent: Intent?) =
val id = intent?.getIntExtra("item_id", -1)

Log.d("LocalEventBus", "Received internal event for item: $id")
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e Microservice Architecture on Android?

An attractive idea where each core feature (payment,
analytics, ...) is implemented in a separate Receiver or
Service, communicating via Broadcasts.

e Challenges: Process management and IPC have
overhead on Android. Maintaining state and coordination
between these "services" is complex. Might be suitable
for very large, specific apps, but typically, intra-process
modularization patterns (like Feature Modules) are more
efficient.

—

// Example structure of services (highly simplified)

lass PaymentServiceReceiver : BroadcastReceiver()

override fun onReceive(context: Context, intent: Intent) {

'S payment logilc here

lass AnalyticsServiceReceiver : BroadcastReceiver() {

override fun onReceive(context: Context, intent: Intent) {

// Send analytics data here
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Place in Clean Architecture/MVVM/MVI:.

e System broadcasts are usually received in the Data layer
or the outer Framework layer. Their information is
extracted and passed to the Domain or Use Case layers.
Results reach the Presentation layer (ViewModel) via
reactive mechanisms (like Flow/LiveData). Using system
broadcasts directly in the Domain or ViewModel layers is
generally discouraged (violates layer separation). Local
Broadcasts (or alternatives) can be used for
communication between ViewModels or Ul components
(with caution).
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Security Deep Dive: .Y

Permission Protection Levels (protectionLevel):

e "normal": User grants permission at install time.

e "dangerous": User must grant permission at runtime
(Runtime Permission).

e "signature": Only apps signed with the same key can get
the permission (ideal for communication between your
own apps).

e "signatureOrSystem”: Like signature, plus system apps.

e Choosing the right level for custom permissions is
crucial.
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<permission android:name='

android:protectionlLevel="signature" />

<receilver
android:name=".MySecureReceiver"
android:permission="com.example.myapp.permission.ACCESS_DATA"
android:exported="true"> <intent-filter>
<action android: "com.example.myapp.ACTION_PROCESS_DATA"
</intent-filter>

</receiver>

g a Broadcast that requires the receiver to have a specific
val intent = Intent("com.example.myapp.ACTION_PROCESS_DATA").apply {

puteExtra("payload", "sensitive_info")
115 broadcast
context.sendBroadcast(
intent,
"com.example.myapp.permission.ACCESS_DATA"
)

Log.d("Security", "Sent ure broadcast requiring receiver permissian.")
nal communication

val localIntent = Intent("com.example.myapp.LOCAL_ACTION")

LocalBroadcastManager.getInstance(context).sendBroadcast(locallntent)
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Beyond Permissions:

e Intent Sniffing: Even with correct permissions, malicious
apps (especially on older Android versions or rooted
devices) might be able to eavesdrop on broadcasted
Intents. Avoid sending sensitive data in non-local
broadcasts.

e Data Validation in onReceive: Always validate data
within the Intent, even if the broadcast came from a
trusted source (with permission or Explicit Intent). The
sender might have its own bugs.

e Risk of Exported Components: We reiterate: any
Receiver (or Activity, Service, Provider) that is
exported="true" and not properly protected (with strong
permission) is an open door for attacks.

e INTERACT_ACROSS_USERS Permission: Required for
sending broadcasts between different user profiles on a
device, and has its own restrictions.

e Fuzz Testing: Sending manipulated and unexpected
Intents to exported Receivers to find crashes or security
vulnerabilities .

Esmaeeil Moradi
@esmaeeil-moradi700




—

AOSP Exploration & System Interactions: ¥

e Queue Details & Prioritization:

o AMS actually has three main queues: Foreground
(for broadcasts with FLAG_RECEIVER_FOREGROUND
or sent from a foreground app), Background, and
Offload (for low-priority broadcasts that can be
delayed by the system for performance improvement
- Android 10+).

o Priority isn't just android: priority in the manifest.
The sender app's state, Intent flags (like
FLAG_RECEIVER_REGISTERED_ONLY which sends
only to dynamic receivers), permissions, and even
Doze and App Standby policies play a role in delivery
order and timing.
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—

e Background Execution Limits: Android severely restricts
background execution. Most implicit broadcasts no
longer activate static receivers. Even dynamic receivers
registered in background services might face
restrictions. WorkManager is the standard solution for
reliable background work.

e DOS Prevention: AMS itself has mechanisms like Rate
Limiting and caps on pending broadcasts per app to
prevent Denial of Service attacks.

o Key Points in AOSP Code:

o BroadcastQueue.java: Queuing and prioritization
logic.

o BroadcastFilter.java: Matching Intents with receiver
filters .

o ActivityManagerService.java: Core methods like
registerReceiver, sendBroadcast,
broadcastintentLocked, and verifyBroadcastLocked
(for checking permissions).
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Specific Broadcasts & Edge Cases: —D

o sendOrderedBroadcast: Unlike sendBroadcast (parallel), this
sends the broadcast serially to receivers in priority order (high
to low).

Each receiver can:

1.Pass results to the next receiver (setResultData,
setResultCode, ...).

2.Prevent the message from reaching subsequent receivers
(abortBroadcast()).

3.Use Case: Scenarios like SMS interception (before reaching
the default app) or executing a chain of operations with
priority.

« sendStickyBroadcast (Deprecated!): Previously used for
broadcasts whose last value "stuck" in the system, so that
receivers registering later would immediately get that last
value (like battery status). Completely deprecated due to
severe security issues (any app could read the last state or
even send a fake sticky). Such states should now be managed
differently (e.g., StateFlow or direct querying).

e Receivers in Safe Mode: By default, receivers from user-
installed apps do not run in Android's Safe Mode (unless it's a
system app with the Applicationinfo.FLAG_SYSTEM flag).
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Broadcasts vs. Modern Alternatives:
Strategic Choice =~ —

 Broadcast Receiver: Best choice for:

1.Reacting to system events that lack a specific dedicated API or need
reception even when the app is inactive (like BOOT_COMPLETED
with a static receiver).

2.Simple, public one-to-many communication at the system level (with
extreme security caution).

3.Events requiring ordered reception and abort capability.

e WorkManager: Best choice for:

1.Guaranteed, deferrable, and constraint-based background work
(e.g., requiring network, charging, storage).

2.Replacing most static receivers that reacted to system events (like
network connectivity).

» LiveData / Kotlin Flow (StateFlow, SharedFlow): Best choice for:

1.Publishing State or Single Events in a Lifecycle-aware manner within
the application, especially for Ul updates.

2.Replacing LocalBroadcastManager for secure and efficient internal
communication.

3.Implementing the Observer pattern modernly and compatible with
Coroutines.

e NetworkCallback API:

1.Modern, more efficient alternative for detailed network state
monitoring compared to the CONNECTIVITY_ACTION broadcast
(especially for foreground apps).
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Professional Best Practices:

—D
To use Broadcast Receivers optimally and sustainably, follow these key

practices:

e Lifecycle Management:

1. Always unregister (unregisterReceiver) Dynamic Receivers in the
corresponding lifecycle method where they were registered (usually
onPause or onDestroy, or the equivalent in Services/Fragments) to
prevent Memory Leaks.

2.When registering dynamically (Context.registerReceiver), you can
specify a Handler to have onReceive execute on that Handler's
thread (e.g., a background thread). This is useful to avoid blocking
the main thread, but WakeLock management and receiver
termination become your responsibility.

e Performance Optimization:

1.As emphasized, use goAsync() for slightly longer operations in
onReceive and always call pendingResult.finish().

2.Strictly avoid sending unnecessary Broadcasts. Every broadcast
costs the system. Use more efficient alternatives for internal
communication.

e Version Compatibility:

1.To receive BOOT_COMPLETED, ensure you request the
android.permission.RECEIVE_BOOT_COMPLETED permission in the
Manifest .

2.Given the strict limitations on static receivers since Android 8+, use
WorkManager for most background tasks previously handled by
static receivers [104]. WorkManager is designed for cross-version
compgility and optimal resource management.
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? Advanced Interview Insights
—
 What is the exact broadcast prioritization mechanism in
ActivityManagerService (AMS)? (Beyond android:priority)

e How can one effectively prevent Broadcast Storms, and what
tools exist for diagnosing them?

e How does goAsync() work internally? How is the WakelLock
managed, and what are its real limitations?

o What are the key differences between sendBroadcast,
sendOrderedBroadcast, and
LocalBroadcastManager.sendBroadcast in terms of performance,
security, and use cases?

e What are the main security risks of using exported="true" for
Receivers, and how can they be fully mitigated? (Beyond just
setting permissions)

e In which scenarios is using a Static Broadcast Receiver
(respecting limitations) still reasonable, and why isn't
WorkManager always a suitable replacement?

e How do Background Execution Limits (Android 8+) affect
dynamic receivers registered in background Services?

e How does AMS protect the system against Denial of Service
attacks via excessive broadcast sending?

e (Scenario) How would you design secure and efficient
communication between two separate apps (both owned by you)
using Broadcasts? (protectionLevel, signature, Explicit Intent, ...)

« How are receivers managed in Safe Mode, and what is the role of
the ApplicationIinfo.FLAG_SYSTEM flag?
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Architectural Challenge for Architects

Given the current AOSP broadcast architecture,
how could broadcast delivery performance be
optimized on a device with hundreds of installed
apps, each having dozens of receivers? Could
changing AMS internal data structures (e.g., using a
TreeMap instead of a list for filters) or more
advanced matching mechanisms be effective? What
would be the trade-offs?
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Final Summary:

Mastery of Broadcast Receivers isn't just about
knowing the API; it's about a deep understanding of
performance impacts, security considerations,
appropriate architectural patterns, system limitations,
Best Practices, and modern alternatives. This
extremely detailed post aimed to guide you on this
path by combining high-level explanations with
numerous practical code examples and key insights.
Hopefully, this comprehensive masterclass has been
beneficiall
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Looking forward to your
Insights and experiences!

Let’s elevate Android
development together.
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LEAVE A COMMENT BELOW
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