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% Day 26 —

Security Best Practices for Impenetrable Android Apps

Hey Android Architects, ambitious developers, and anyone
who values user data security!

Is your application an impenetrable fortress or an open door for
attacks? In today's high-risk world, security in Android is not an
option, it's an absolute necessity! In this article, as an Android
developer with over 10 years of experience and a deep
understanding of AOSP, let's decrypt how to turn Android
applications into impenetrable strongholds.

In today's digital world, user data is the most valuable asset,
and protecting it is our ethical and professional duty! Common
problems like Data Breach, Malware Infection, Unauthorized
Access, and Reverse Engineering stem from weak security.
Security flaws can lead to user loss, legal penalties, and the
destruction of an app's/company's reputation. Especially in
sensitive domains like digital financial systems or
cryptocurrency wallets (Web3), security is not just a feature,
but the fundamental principle of survival and trust. Security
Best Practices offer comprehensive solutions for building
secure, stable, and reliable applications
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Secure Data Storage:
Protecting the User's Treasure
(with an eye on the OS infrastructure)

Problem Description: Many developers store sensitive
information (like APl keys, tokens, user credentials, or even
private keys) in SharedPreferences or insecure databases.
These methods are easily accessible by attackers.

Solutions:

e Android Keystore System (Crucial!): This system
provides a hardware-backed secure container for
storing cryptographic keys and credentials. With a deep
understanding of AOSP, we know these mechanisms are
implemented at the operating system's core to provide
the highest level of security, ensuring keys never leave
the secure environment.
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import android.security.keystore.KeyGenParameterSpec
import android.security.keystore.KeyProperties
import java.securitu.Kevﬂtmre

import javax.crypto.KeyGenerator

fun generateNewKey(keyAlias: String) -
val keyStore = KeyStore.detInst JHLFJ AndroidKeyStore").apply 5 load(null) %

Y = : ¥ &

e

gptlanan e(
.KEY_ALGORITHM_AES,

"AndroidKeyStore"

val key“.n.ratar = KeyGenerator.
tl

KeyProper

keyGenParameterSpec = KeyGenParameterSpec.Builder (
keyAlias,
KeyProperties.PURPOSE_ENCRYPT or

heyprﬁpertles. URPOSE_DECRYPT

,wPT[lU!|”Ui_“rkﬁFPalFrtlL_,PLUrk MODE _GCM)
.setEncryptionPaddings (hﬂwPrn; ties.Paddings.NONE)

.setKeySize(256)

build()

keyGenerator.init(keyGenParameterSpec)

keyGenerator.

Esmaeeil Moradi
@esmaeeil-moradi/700




—

EncryptedSharedPreferences (from Jetpack Security):
This tool adds an encryption layer on top of regular
SharedPreferences, making it very easy and secure to store
sensitive Strings.

import android.content.Context
import androidx.security.crypto.EncryptedSharedPreferences

import androidx.security.crypto.MasterKeys

=
2

fun saveSecureToken(context: Context, token: String)

val masterKeyAlias = MasterKeys.getOrCreate(MasterKeys.AES256_GCM_SPEC)
val sharedPreferences = EncryptedSharedPreferences.create(
"my_secure_prefs",
masterKeyAlias,
context,
EncryptedSharedPreferences.PrefKeyEncryptionScheme.AES256_SIV,
EncryptedSharedPreferences.PrefValueEncryptionScheme.AES256_GCM
)

sharedPreferences.edit().putString("secure_token", token).apply()
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e File Storage: For sensitive files, using Internal Storage
with MODE_PRIVATE is recommended, which restricts
access only to your own application. Avoid External
Storage for sensitive data unless strong encryption is
applied.

 SQLCipher / Room with Encryption: For sensitive
databases, it's possible to fully encrypt the database
using tools like SQLCipher or implement manual
encryption on a Room database.

"In the development of projects with a sensitive
financial nature, the security of private keys and
other vital user information is our red line. We use
OS-level mechanisms like Android Keystore and
solutions like EncryptedSharedPreferences to
ensure unauthorized access is prevented."
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Network Security:
Close the Gates of Intrusion

Problem Description: Insecure communication via HTTP
exposes applications to Man-in-the-Middle (MITM) attacks,
where an attacker can eavesdrop on or manipulate data.
Insufficient server validation is also a serious vulnerability.

Solutions:

e Enforce HTTPS (Crucial!): Always use HTTPS for all
network communications. For added assurance, you can
configure Network Security Configuration in your
Manifest to completely disable cleartext (HTTP) traffic or
pin specific Certificates.

<network-security-config>
<domain-config cleartextTrafficPermitted="false">

<domain includeSubdomains="true">your-api.com</domain> </domain-config>

</network-security-config>
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e Certificate Pinning: This technique enhances HTTPS
security by "pinning" the server's Certificate (or its public
key) to the application. This prevents the application
from accepting even a valid but malicious Certificate
iIssued by an attacker.

e API Validation and Token Management: Use strong
authentication tokens like OAuth2 or JWT and store and
manage them securely. Tokens should not be displayed
in URLs or Logcat.

e Input Validation: A fundamental security principle. All
user inputs (both client-side and server-side) must be
rigorously validated and filtered to prevent attacks like
SQL Injection, XSS, or Command Injection. Never trust
user input!

"In any digital transaction and blockchain
interaction, secure communication is essential. We
will use strong HTTPS and, in the future, Certificate
Pinning to protect data during transit, eliminating
even the slightest chance of intrusion."

,
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Code Security and Application Protection:
Beyond Sight

Problem Description: Attackers can Reverse Engineer your
application's code to find security vulnerabilities or even
Tamper with the application.

Solutions:

e Code Obfuscation (R8/ProGuard): R8 (which replaced
ProGuard) makes your Java/Kotlin code unreadable,
renames variables and methods, and removes dead
code. This significantly complicates Reverse

Engineering.

android =

buildTypes =2

release 1§
minifyEnabled true // :
proguardFiles getDefaultProguardFile('proguard-android-optimize.txt’;
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« Hiding Keys and Secrets: Never place APl keys, — %
passwords, or other sensitive information directly in your
Java/Kotlin code. For maximum security, store this
information in Native (C/C++) files compiled with
NdkBuild or CMake. This makes accessing them
significantly harder.

e Tamper Detection: Implement mechanisms to detect
whether the application's APK file has been tampered
with after release (e.g., by checking the signature file's
hash).

e Root/Jailbreak Detection: Detect whether the user's
device is rooted or jailbroken. On rooted devices,
security risks significantly increase, and you might want
to restrict access to certain sensitive functionalities.

e Signature Verification: Verify the application's signature
at runtime to ensure that the installed version is the
legitimate one released by you.

"In sensitive projects, code is not just functional; it's
a fortress. With R8 and advanced secret-hiding
approaches, we strive to make Reverse Engineering
difficult for attackers and prevent application
tampering."
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Permissions Management and Usage:

With Utmost Caution

Problem Description: Requesting unnecessary permissions
IS @ major security risk. Every permission requested without
a real need opens a potential door for attackers.

Solutions:

e Least Privilege Principle: A golden rule in security.
Request only the permissions your application truly
needs for its functionality. Any permission beyond what's
necessary is a potential vulnerability.

e Runtime Permissions: In newer Android versions, many
permissions must be requested from the user at runtime.
This gives users more control over their privacy. The
permission request logic should be carefully designed to
avoid disrupting the user experience.

e Thorough Manifest Review: Always carefully review
your AndroidManifest.xml file to ensure there are no
unnecessary permissions or unintended exposure of
components (like Activity, Service, BroadcastReceiver,
ContentProvider) with android:exported="true".

Esmaeeil Moradi
@esmaeeil-moradi/700




"In the development of secure products, only
essential permissions are requested. Every
additional permission is a potential vulnerability,
and we are committed to protecting user privacy."
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Common Android Attacks and Prevention

Methods:

e SQL Injection / XSS:

o Prevention: Rigorous validation of all user inputs.
When working with databases, always use
Parameterized Queries (like using arguments in Room
or SQLiteDatabase.query()) to prevent malicious
code injection.

o Secure WebViews: If you use WebView, avoid
enabling JavaScript without strict control and only
load trusted pages. WebView can be a source of XSS
attacks.

e Insecure Communication: (Reiterating the importance of
HTTPS and Certificate Pinning). Never send sensitive
data over HTTP.

e Insecure Data Storage: (Reiterating the importance of
Android Keystore, EncryptedSharedPreferences, and
Internal Storage). Avoid storing sensitive data on
External Storage or SharedPreferences without strong
encryption.
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e Unsecured APIs:
o Strong Server-Side Validation: Ensure your backend
APls are properly authenticated and validated.
o Rate Limiting: Limit the number of requests to an API
to prevent Denial of Service (DoS) attacks.

e Side-Channel Attacks: Some sophisticated attacks can
obtain sensitive information through side channels like
Cache, Clipboard, or Logcat. Avoid placing sensitive
information in these locations.
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Security Testing and Tools: Active Defense

Security development is a continuous process and not
limited to coding alone. Security tests are crucial tools for
identifying vulnerabilities before attackers can find them.

e Penetration Testing: Simulating real cyberattacks by
security experts to identify weaknesses in the
application and its infrastructure. These tests should be
performed periodically by independent teams.

o Static Application Security Testing (SAST): Tools like
AndroBugs, MobSF (Mobile Security Framework), or
security plugins in IDEs that analyze source code without
execution to identify potential vulnerabilities.

 Dynamic Application Security Testing (DAST): Tools
that analyze application behavior at runtime to identify
security flaws that may not be apparent in static code
(e.g., issues in APl interactions or session management).

e Code Review with a Security Focus: A team of
developers (especially those with security experience)
manually reviews the code to find insecure patterns or
logical errors that automated tools might miss.

e Security Checklists: Use standard security checklists
(like OWASP Mobile Security Project) to ensure all
security aspects are covered.




"In large-scale and sensitive projects, code is nhot
just written; its robustness is ensured through
rigorous security reviews and testing tools. This
proactive approach provides a strong defense
against threats."
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Conclusion:
Transform from a Regular App to an
Impenetrable Fortress!

Security in Android is an ongoing process, hot a static
state. Threats evolve, and your security approach must
evolve too.

"By implementing these best practices, your
application will not only protect user data but also
earn their trust, distinguishing your position in
today's competitive market. As an Android Architect
with years of experience in developing complex
systems, | wholeheartedly believe in the importance
of security in every line of code. These principles
are the cornerstone of any sensitive financial or
Web3 project. The journey of security has just
begun; follow me to see how we build critical
projects with the highest security standards and
achieve our grand goals!"
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Looking forward to your
Insights and experiences!

Let’s elevate Android
development together.
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