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part 2 of 2

Hello everyone! I'm Esmaeeil Moradi, a Senior Android Architect
with over 10 years of hands-on experience in Android
development (including AOSP), Kotlin, and specialized expertise in
the Web3 domain.

Today marks "Day 12" of the exciting #30DaysOfAndroid
Challenge, and we're diving into one of the most critical and
complex topics in Android development: "Network Layer &
Security".

In today's world, where applications constantly communicate with
servers and APIs, a deep understanding and proper
implementation of this layer are the lifeblood of any app.
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—

Due to the breadth and significant importance of this topic, we're
presenting the content for "Network Layer & Security" in two
distinct parts to ensure both comprehensiveness and ease of
study for all of you:

e Part1of 2: We'll cover questions and concepts relevant to
Junior and Mid-Level developers.

e Part 2 of 2: We'll delve into the more in-depth questions and
insights for Senior and Architect-Level developers.

Our goal in this challenge is to provide answers that will not only
prepare you for high-level interviews but also equip you to
implement powerful and secure network communication in your
real-world projects.

Join me as we dive deeper into this world full of challenges and
opportunities! #
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Senior Level Questions
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Designing a Resilient Network Layer with Offline Support and |
Caching: Explain the principles of designing a powerful network
layer that includes offline support (e.g., using a local database)
and various caching strategies (HTTP Caching, application-
level caching, Stale-While-Revalidate).

Designing a resilient network layer with offline support and
caching is crucial for providing an excellent user experience
in unstable or no-internet conditions, as well as enhancing
performance and reducing data consumption. This requires
a multi-layered architecture and intelligent strategies.
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Principles of Resilient Network Layer Design:

—
1-Repository Pattern:

e Purpose: To abstract the data source from the business
ogic. The Repository acts as an abstraction of the data
ayer and decides where to fetch data from (cache, local

database, or network).

e Benefit: The ViewModel or Use Case doesn't need to
know the specifics of network or database
implementation. This increases testability and flexibility.

e Example: A UserRepository can first request data from
the local database; if not available or expired, it then
requests it from the network.

2-State Management:

e The network layer should communicate various states
(Loading, Success, Error, Offline) to higher layers
(ViewModel/UIl). Flow (in Coroutines) or LiveData are
excellent for this purpose.

Offline Support:

The main goal of offline support is to allow the application to
provide at least some of its functionality even without an
internet connection.
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e 1. Using a Local Database:
o Tools: Room (for SQLite) or Realm (for NoSQL).
o Strategy: B
s Cache-First / Offline-First: The application always
attempts to read data from the local database
first. If data is available, it displays it. Then
(optionally), a network request is made to update
the data.
= Write-Through / Write-Behind:

e Write-Through: When a user modifies data,
it's first written to the local database and then
iImmediately synchronized with the server.

e Write-Behind: Changes are initially stored only
In the local database and then synchronized
with the server in the background (e.g., with
WorkManager) at an opportune time (like
when an internet connection is available). This
is suitable for offline operations that don't
require immediacy.

e 2. WorkManager for Background Synchronization:

o Use Case: For scheduling and executing network
operations in the background that require
guaranteed execution (even if the app is closed or
the device restarts), such as uploading photos,
synchronizing offline data with the server, or sending
reports.

o Benefit: Manages Constraints (like RequiresNetwork,

RequiresBatteryNotLow) and internal Retries.
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Caching Strategies: l

Caching helps store data temporarily for faster access and
reduces the need for frequent network calls.

1. HTTP Caching (with OkHttp):

e How it works: OkHttp can cache HTTP responses based
on Cache-Control headers sent by the server (e.g., max-
age, no-cache, no-store, stale-while-revalidate). This
cache is typically stored on disk.

e Implementation: Simply add a Cache to
OkHttpClient.Builder.

val cacheSize = (10 * 1024 * 1024).toLong() !

val cacheDir = File(context.cacheDir, "http-cache")

val cache = Cache(cacheDir, cacheSize)

val okHttpClient = OkHttpClient.Builder()
.cache(cache; T

build()

e Pros: Fully automatic and based on HTTP standards.
e Cons: Limited control over it; dependent on server
Cache-Control headers.
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2. Application-Level Caching (with Room/Flow):

e How it works: Data is stored in a local database (e.go—p
Room) after being fetched from the network, and then
the Ul/ViewModel layers read from the local database.

e Implementation:

class UserRepository (
private val apiService: ApiServi

private val userDao: UserDao |
fun getUsersStream(): Flow<List<User>> = flow 1

val cachedUsers = userDao.getAllUsers()

if (cachedUsers.isNotEmpty()) 1

emit(cachedUsers)

try =
val networkUsers = apiService.detUsers()
userDao.insertAll(networkUsers)

emit(networkUsers)

¢ catch (e: Exception) =

if (cachedUsers.isEmpty()) <

throw e

e Pros: Full control over cached data, complete offline
support, ability to sync data.

e Cons: Requires manual implementation of caching and
sync logic.
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3. Stale-While-Revalidate Strategy:
—
e How it works: This strategy creates a balance between
speed and data freshness.
a.First, it immediately displays cached data (which
might be stale) to the user.
b.Concurrently, it sends a network request in the
background to fetch the latest data.
c.Once fresh data is received from the network, it
caches it and updates the Ul with the new data.
e Implementation: Easily implemented with Flow and
Room.
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fun getUsersStaleWhileRevalidate(): Flow<DataState<List<User>>> = flow %

val cachedData = userDao.getAllUsers()
It (cachedData.isNotEmpty()) 2
emit(DataState.lLoading(cachedData))
else

2

emit(DataState.Loading(null))

ers()

‘DataState.Success(freshData))

(e: Exception) ¢
emit(DataState.Error(e))

sealed class DataState<T> 5
data class Success<T>(val data: T) : DataState<T>()
data class Error<T>(val exception: Throwable) : DataState<T>()
data class Loading<T>(val cachedData: T?) : DataState<T>()
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Architectural Insights: >

e Data Source Hierarchy: Always consider a hierarchy for
data access: Memory Cache (fastest) -> Disk Cache
(Room/HTTP Cache) -> Network (slowest but freshest).

e Cache Invalidation: Caching without an invalidation
strategy can lead to displaying stale data. You must have
a mechanism to invalidate the cache (e.g., based on
expiration time or by calling a specific API).

e Data Models: Design data models that are suitable for
both the APl and the local database (using Retrofit and
Room annotations).

e UX (User Experience): Always provide appropriate
feedback to the user about the network status (online,
offline, loading, error).

e Profiling: Use Network Profiler and Memory Profiler in
Android Studio to optimize caching performance and
resource consumption.

Implementing a resilient network layer with cachingis a
significant investment in application quality and user
experience that pays off greatly in the long run.
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Advanced Security Measures for Financial Applications: Explain
the advanced security measures essential for financial
(FinTech) applications. (Including secure data storage (Android
Keystore), secure communication protocols (Mutual TLS/SSL),
Obfuscation, Root Detection, and Tamper Detection).

Financial (FinTech) applications, especially cryptocurrency
wallets, are primary targets for cyberattacks. Therefore,
security measures in these applications must go far beyond
typical standards. One should never assume the security of
the operating system or infrastructure.
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1. Secure Data Storage:

e Android Keystore System:

o Purpose: Essential for securely storing encrypted
keys (Encryption Keys) and critical credentials (like a
Master Key for an encrypted database).

o Security: Stores keys in a hardware-backed Keystore
(if hardware supports it) or an isolated environment
within the operating system. These keys never leave
the Keystore, and cryptographic operations are
performed directly by the Keystore. These keys are
not at risk even if the device is rooted (although a
rooted device's software can access the application).

o Testability: Verify that keys are accessible only by
your application and are wiped upon app
uninstallation or factory reset.

 EncryptedSharedPreferences (with Jetpack Security):

o Purpose: For securely storing small sensitive data
(like authentication tokens, non-Pll user information)
in encrypted form. The encryption key is managed by
the Android Keystore.

o Security: Uses AES-256 encryption for values and
RSA for keys.
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e Database Encryption:

o Tools: SQLCipher for Android (for SQLite) or Room
Encryption (if supported).

o Purpose: All sensitive information stored in the local
database (e.g., transaction history, account details)
must be encrypted to be unreadable in case of
unauthorized access to the database file.

o Security: The database decryption key must also be
securely stored in the Android Keystore.

2. Secure Communication Protocols:
e HTTPS/TLS with Certificate Pinning: (Explained
previously) To prevent MITM attacks. For FinTech, this is
a requirement.
e Mutual TLS/SSL (MTLS):

o Purpose: A higher security layer where not only the
server presents its certificate to the client, but the
client also presents a specific certificate to the
server, proving its identity.

o Security: The server only allows connections from
authorized clients (those with the correct certificate).
This method is used for backend-to-backend
communications or highly sensitive communications
with Financial APIs.

o Testability: MTLS implementation and testing are
more complex and require managing client keys in

Keystore.
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3. Obfuscation and Reverse Engineering Protection:

e ProGuard / RS8:

o Purpose: Reduces code size, optimizes, and most
importantly, performs Obfuscation (making names of
classes, methods, and fields obscure). This makes
reverse engineering the code extremely difficult for
attackers.

o Security: Even if an attacker gains access to the APK,
the code will be unreadable to them.

o Note: Don't rely solely on Obfuscation. Attackers with
advanced tools can de-obfuscate code.

e Tamper Detection:

o Purpose: Identifying whether the APK has been
tampered with (e.qg., its signature has changed or
malicious code has been injected).

o Implementation: Comparing the current APK's
sighature with the app's original signature. This
check should be performed at runtime.

o Reaction: If tampering is detected, the application
should stop execution or warn the user and prevent
sensitive operations.

Esmaeeil Moradi
@esmaeeil-moradi/700

16



—

e Root/Jailbreak Detection:

o Purpose: Identifying whether the device is rooted.
Rooted devices pose higher security risks because
an attacker has full access to the operating system.

o Implementation: Checking for specific root files,

Known rooting packages, su command availability.

o Reaction: Similar to Tamper Detection, display a
warning, restrict access to sensitive functionality, or
stop the application entirely.

o Note: Root Detection mechanisms can be bypassed,
so they should not be the sole security layer.
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4. Secure Key and Parameter Management: >

e AP| Keys/Secrets: Never hardcode sensitive API| Keys or
Credentials directly in your code. Obtain them via Build
Variants (for different environments) or securely from
the Backend.

e Certificate Transparency (CT): Public monitoring of
certificates issued for your domain. This helps you
identify maliciously issued certificates for your domain.

5. Protection Against Common Attacks:

e Input Validation & Sanitization: Validate and sanitize all
user inputs for validity and security to prevent Injection
attacks (SQL Injection, XSS).

e Clickjacking Protection: Ensure that critical buttons (e.g.,
transaction confirmation) are not obscured by
transparent views or overlays.

e Screenshot Prevention: Use FLAG_SECURE in
LayoutParams (for Activity/Fragment) or Compose (with
Modifier) to prevent screenshots of screens containing
sensitive information.

e Memory Protection: Prevent sensitive information from
lingering in memory after use. Zero out arrays containing
passwords or keys.
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6. OS-Level and User Experience (UX) Security: >

e Biometric Authentication: Use Fingerprint or Face ID for
accessing sensitive functions (like confirming
transactions) via BiometricPrompt.

e Session Timeout: Automatically log the user out or
require re-authentication after a period of inactivity.

e Principle of Least Privilege: The application should
request only the minimum necessary permissions.

e Reqgular Library and SDK Updates: Use the latest
versions of the Android SDK and third-party security
libraries (like OkHttp, Retrofit) to benefit from the latest
security patches.

7. Security Testing:

e Static Application Security Testing (SAST): Tools like
MobSF, SonarQube for static code analysis.

e Dynamic Application Security Testing (DAST): Tools like
Burp Suite for runtime analysis and network traffic.

e Penetration Testing (Pen-Test): Hiring external expert
teams to perform simulated attacks (a requirement for
FinTech applications).

e Bug Bounty Programs: Offering rewards to ethical
hackers for finding vulnerabilities.

For a financial application, security is an ongoing process
and must be considered at all stages of development
(from design to deployment and monitoring).

Esmaeeil Moradi 19
@esmaeeil-moradi700




Managing Multiple APl Versions and Backward Compatibility: |

How do you manage multiple APl versions and maintain
backward compatibility in the network layer? (Discuss
versioning in URL/Header, Feature Flags, and Graceful
Degradation).

Managing multiple API versions and maintaining Backward
Compatibility is a significant challenge in developing large
applications, especially when the Backend continuously
evolves. The goal is to ensure that APl changes do not break
older versions of the application for users, and developers
can concurrently work on new versions.
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1. APl Versioning Strategies:
Main methods for API versioning:
e a. Versioning in URL (Path Versioning):

o How it works: The version number is directly
embedded in the URL path.

o Example: https://api.example.com/v1/users and
https://api.example.com/v2/users

o Pros: Clear and visible in the URL, simple to
implement on both client and server.

o Cons: Can lead to longer URLs and a proliferation of
URLs if you have many changes. Requires
maintaining multiple endpoints on the Backend.

o Implementation in Retrofit:

interface ApiServiceV14
@GET("v1/users")
suspend fun getUsersV1(): List<UserVi>

interface ApiServiceV2 1
@GET("v2/users")

suspend fun getUsersV2(): List<UserV2>

val retrofitVl = Retrofit.Builder().baseUrl("https://fapl.example.com/").build()

val apiServiceVl = retrofitVl.create(ApiServiceVl: :class.java)

val retrofitV2 = Retrofit.Builder() .baseUrl("https://api.example.com/").build()

| ap1ServiceV2 = retrofitV2.create(ApiServiceV2: :class.java)
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e b. Versioning in Header (Header Versioning): I

o How it works: The version number is sent in a custom

neader (e.g., X-API-Version: 2) or in the Accept

neader (Accept: application/vnd.example.v2+json).

o Pros: Cleaner URLs, more flexibility.

o Cons: Slightly more complex to implement on the
Backend and less obvious to APl consumers.

o Implementation in Retrofit (with Interceptor):

class ApiVersioninterceptor (private val apiVersion: String) : Interceptor 1

override fun ir'ltE'r'CEpt{ chain: Inter cep tor.Chain }: Res ponse 1
val originalRequest = chain.request()
val requestWithHeader = originalRequest.newBuilder()
.header ("X-APl-Version", apiVersion)
build()

return chain.proceed(requestWithHeader)
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2. Maintaining Backward Compatibility:

Maintaining Backward Compatibility means that newer API
versions should not break older versions of the application.
e a. Avoid Removing Fields/Endpoints:

o Never remove existing fields or endpoints. If removal
IS necessary, deprecate them and provide a
migration period for clients.

o Architectural: For fields no longer in use, make them
nullable and ensure older clients do not crash if the
field is absent.

e b. Adding Fields/Endpoints (Additive Changes):

o Adding new fields to JSON responses or new
endpoints generally doesn't break backward
compatibility, as older clients will simply ignore these
new fields.

e c. Renaming Fields:

o Avoid renaming existing fields. If you must, add the
new field and deprecate the old one. Support both
for a transitional period.
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—
e d. Feature Flags for Managing Changes (Backend and
Frontend):

o Use Case: Use Feature Flags (as explained in the
previous section) to control the activation/
deactivation of new features or AP| changes.

o Benefit: You can implement major changes in the
Backend and then gradually enable them for specific
user groups (e.g., users with the new app version).
This allows you to monitor performance before full
activation and quickly disable (kill switch) in case of
Issues.

o Implementation: In the network layer, a
FeatureFlagManager decides which ApiService (V1 or
V2) or which type of request (old or new) to use.

e e. Graceful Degradation:

o Use Case: Designing the application to function
correctly and provide a minimum user experience
even if a new feature is unavailable or unsupported
by the API or an older server version, instead of
crashing.

o Example: If a new field is missing in an API response,
display a default value or hide that part of the Ul
instead of crashing.

o Implementation: Using Kotlin's null safety and
checking for field existence.
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e f. Forced Update: '

o In specific situations (e.g., a fundamental APl change
where maintaining backward compatibility is
impossible, or to fix a critical security bug), you might
need to "force update" users to a new application
version.

o Caution: This disrupts the user experience and
should be used sparingly and only when absolutely
necessary. Typically requires an APl endpoint to
check the minimum app version.
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Architectural Insights:

e Version Management in Build System: Use Build Variants
(Product Flavors) in Gradle to build different app
versions for testing with various APls (e.g., Staging API
V1 and Staging API V2).

e Code Generation: For large projects, you can use code
generation tools (like OpenAP| Generator) to help you
generate API clients for different APl versions.

e Testing Strategy:

o |Integration Tests: Write comprehensive integration
tests to ensure client compatibility with different API
Versions across various environments (Staging,
Production).

o Contract Testing (Optional): Using Pact or similar
tools, you can test the contract between the client
and server to ensure that backend changes do not
break the client.

e End-of-Life (EOL) Policy: Have a clear policy for
deprecating and removing old APl and application
versions. For instance, announce that support for APl V1
will cease after X months/years. This helps the Backend
team remove old APIs and reduce maintenance
overhead.
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APl version management is a complex process that
requires coordination between Backend and Mobile
teams. With careful planning and the right tools, this
challenge can be managed effectively.
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Architect Level
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—

Architecture of a Network Framework for Supporting Multiple
Backend Services: How do you design a scalable and
maintainable network framework that can seamlessly
communicate with multiple distinct backend services (possibly
with different authentication, Base URLSs, or data formats)?

Designing a network framework to support multiple distinct
backend services (Microservices) is a significant
architectural challenge in enterprise and scaled applications.
These services might have different Base URLS, varying
authentication mechanisms, separate data models, and even
diverse communication protocols. The goal is to create a
scalable, maintainable, testable, and high-performance
solution.
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Architectural Principles:

—

e 1.Modularization:

o By Feature or Domain: Dedicate a separate Feature
or Domain module in the Android project to each
backend service (e.g., app/feature/auth, app/feature/
wallet, app/feature/transaction).

o Core Network Module: Create a core module (app/
core/network) for common OkHttp clients, general
Interceptors, and Base Configurations.

o Benefit: Separation of Concerns, reduced
dependencies, faster build times, and improved
testability.

e 2.Dependency Injection (DI):

o Tools: Hilt (Dagger), Koin.

o Use Case: To manage dependencies related to
Retrofit, OkHttp clients, and API Services. DI allows
you to inject different instances of Retrofit and
OkHttp with various configurations for each backend
service.

o Benefit: High flexibility, excellent testability (you can
inject Mock or Fake instances in tests).
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Components of the Network Framework and Their
Implementation:
1.Multiple OkHttpClient Instances: —

e Challenge: Different services may require different
timeouts, specific interceptors (e.g., for a service with
specific pinning), or separate authenticators.

e Solution: Create a separate OkHttpClient for each
service (or group of services with similar requirements).
These OkHttpClients can share common interceptors
(like Logging).

e Example:

@Module
lin(SingletonComponent::class)

object NetworkModule 4

@Provides

@Singleton
fun provideLogginginterceptor(): HttplLoggingInterceptor =

HttpLoggingInterceptor().setlLevel (HttpLoggingInterceptor.Level.BODY

@Provides
@sSin g leton
fun provideAuthinterceptor(tokenManager: TokenManager): AuthInterceptor

AuthInterceptor(tokenManager::getAccessToken)

@AuthClient // Custom Qua

fun provideAuthOkHttpClient(

): OkHttpClient

return OkHttpClient.Builder()

.connectTimeout (30, TimeUnit.SECONDS)
.readTimeout (30, TimeUnit.SECONDS)

.build()
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@Provides

OkHttpClient
return OkHttpClient.Builder()
.addInterceptor(loggingls eptor)
.addInterceptor(authlnterceptor)
.authenticator(tokenAuthenticator)

.connectTimeout (60, TimeUnit.SECONDS)

.TeadTimeout (60, TimeUnit.SECONDS)

build()
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2.Multiple Retrofit Instances: |

e Challenge: Each service might have a different Base
URL, Converter Factory (e.g., one JSON and another
XML), or Call Adapter Factory.

e Solution: For each service or group of services requiring
different configurations, create a separate
Retrofit.Builder and inject the corresponding
OkHttpClient.

e Example:

@Provides
@Singleton
@AuthRetrofit
fun provideAuthRetrofit(@AuthClient okHttpClient: OkHttpClient) : Retrofit 4
return Retrofit.Builder()
.baseUrl ("https://fauth.api.com/")

.client(okHttpClient)

.addConverterFactory(GsonConverterFactory.create())

build()

"' Prowvi f_j‘l o5

@Singleton

fun provideMainApiRetrofit(@MainApiClient okHttpClient: OkHttpClient): Retrofit =
return Retrofit.Builder()
.baselrl ("https://main.api.com/v1/")
.client(okHttpClient)
.addConverterFactory(GsonConverterFactory.create())

build()
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3.Multiple API Service Interfaces:
e Challenge: Each backend service has its specific
endpoints and data models.
e Solution: Create a separate ApiService Interface (or a set
of interfaces based on the domain) for each service.
e Example:

interface WalletService 5

@GET("accounts")
un getAccounts(): List<Account>
"send transaction")

spend fun sendTransaction(@Body request: TransactionRequest): Response<TransactionResponse>

@Singleton
fun provideAuthService(@AuthRetrofit retrofit: Retrofit): AuthService 3

return retrofit.create(AuthService: :class.java)

fun provideWalletService(@MainApiRetrofit retrofit: Retrofit) :

return retrofit.create(WalletService: :class.java)
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4.Data Models & Converters:

e Challenge: Each service might have a different data
format (JSON/XML) or data structure.
e Solution:

o Use appropriate ConverterFactory for each Retrofit
Instance.

o For different data formats, implement separate data
classes and logic to map them (e.g., using Mappers
between APl models and Domain models).

o Architect's Insight: Use Polymorphic Deserialization
(with Gson's RuntimeTypeAdapterFactory or Moshi's
PolymorphicJsonAdapterFactory) for models that can
have different types (like various transactions with
different structures).
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5.Authentication Management:
e Challenge: Authentication mechanisms (Session-based,
Token-based, OAuth) can vary.
e Solution:

o Common Interceptor/Authenticator: For Token-based
Authentication, create a common Authlnterceptor
and an Authenticator (for Refresh Token) and add
them to the necessary OkHttpClients.

o Strategy Pattern: If authentication mechanisms are
vastly different, define an AuthenticationStrategy
Interface and have different implementations for
each authentication type.

o Login Flow Management: Have a central
AuthenticationRepository or AuthManager to manage

Login/Logout, token storage/deletion, and token
refreshing.
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@esmaeeil-moradi/00

—

36



Architectural Insights and Advanced Considerations: '

APl Gateway: In a Microservices architecture, there
might be an APl Gateway on the Backend that routes
client requests to the relevant Microservices. This can
reduce the complexity of managing multiple Base URLSs
on the client.

e Error Handling Centralization: Create a centralized
mechanism for error handling in the network layer (e.g.,
a BaseRepository or NetworkResult Wrapper) that
uniformly manages various network and server errors.

e Telemetry & Monitoring: Add interceptors for collecting
telemetry data (request duration, error rate) and send
them to your monitoring system (like Firebase
Performance Monitoring).

e Feature Flags: Use Feature Flags within the network
layer to enable/disable new endpoints, use new APIs, or
change authentication logic.

e Tracing: For debugging issues in a Microservices
architecture, implementing tracing (e.g., with Zipkin or
OpenTelemetry) by adding a Trace ID to request headers
can be very useful. This Trace ID propagates along the
service chain, allowing you to follow a request's path
through Microservices.
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—
e Resilience: Consider retry mechanisms with Exponential

Backoff, Circuit Breaker Pattern (for sequential calls to
Backend services), and Bulkhead Pattern (isolating
failures).

e Security: For each backend service, consider its specific
security concerns (Certificate Pinning, MTLS) and
configure them in the respective OkHttpClient.

e Developer Experience (DX): Good documentation, clear
examples, and the ability to mock services for tests are
crucial for increasing team productivity.

Designing a Multi-Backend network framework requires
deep thought and careful planning, but the result will be a
scalable, maintainable, and highly resilient application.
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Designing a Secure Network Solution for Cryptocurrency/
FinTech Applications with Advanced Threat Protection: Design
a highly secure network solution specifically for sensitive
cryptocurrency or FinTech applications. Focus on advanced
threat protection (such as Anti-phishing, Anti-spoofing, Secure
Element integration, transaction signing) and secure key
management, and robust fraud detection mechanisms at the
network level.

Designing a secure network solution for Crypto Wallet or
FinTech applications is of the highest priority. Any security
flaw can lead to the direct loss of user assets. The approach
should be "Defense in Depth," meaning multiple independent
security layers are implemented so that if one layer is
breached, other layers still provide protection.
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1. Secure Key and Credential Storage on Device: —f

e Android Keystore System:

o Security Foundation: All private keys of
cryptocurrencies (or encryption keys for sensitive
data) must be generated and stored within the
Android Keystore System. These keys should never
leave the Keystore.

o Biometric Authentication: Use BiometricPrompt to
authenticate the user before accessing sensitive
keys or performing critical operations.

o Testability: Ensure keys are wiped upon app
uninstallation or factory reset.

e Secure Enclave / Secure Element (SE) Integration:

o Use Case: On some advanced devices, a physical
Secure Element exists, providing a completely
isolated hardware environment for storing and
performing cryptographic operations. This is the
most secure place to keep private keys.

o Testability: Test compatibility and correct
functionality with SEs (if supported on target
devices).
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e Code Obfuscation & Tamper Detection (Advanced):

o R8/ProGuard: For code obfuscation and making
reverse engineering difficult.

o Self-Modifying Code / Anti-Tamper Checksum:
Implement mechanisms that check the application's
code at runtime to detect any tampering. If tampering
Is detected, the application should prevent sensitive
operations or self-destruct.

o Anti-Reverse Engineering: Add more advanced Anti-
Debugging and Anti-Root/Jailbreak techniques.
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2. Secure Network Communication:

e Certificate Pinning (Advanced):

o Mandatory: Certificate Pinning is essential for all
communications with the Backend.

o Dynamic Pinning: To update pins without requiring an
app update, use a secure endpoint (which is itself
pinned) to retrieve new pins.

o Pinning for Third-Party APIs: Any external API (even if
only for logging or analytics) that processes sensitive
information should be pinned.

e Mutual TLS/SSL (MTLS):

o Use Case: For two-way authentication. Both the
server and the client verify each other through
certificates. This is ideal for highly sensitive APIs (like
transaction signing) that should only grant access to
authorized clients.

o Implementation: The client has a Client Certificate
that is stored in the Android Keystore and presented
to the server during the initial TLS handshake.

Esmaeeil Moradi
@esmaeeil-moradi/00

SN\

42



e End-to-End Encryption (E2EE):

o Use Case: Although TLS largely secures
communications, E2EE provides an additional layer of
security where data is encrypted from the origin to
the final destination. This protects sensitive content
from intermediate visibility (even your own Backend).

o Implementation: Use protocols like Signhal Protocol for
secure messaging (if the app has chat features) or
encrypt transaction data within the application
before sending it over TLS.

o Architect's Insight: This adds significant complexity
and should only be used for data that truly requires
E2EE (e.qg., private messages or specific transaction
details).

Esmaeeil Moradi

. @esmaeeil-moradi/700

43



3. Advanced Threat Protection:

e Anti-phishing:
o Purpose: Protection against fake websites or
applications attempting to steal user credentials.
o Implementation:
= Whitelisting URLs: Only allow access to trusted
domains for specific operations.
= Domain Validation in Deep Links: When
processing Deep Links, always rigorously validate
the Host and Path.
= Visual Confirmation: On sensitive screens (e.g.,
transaction signing), clearly display the full URL
and details so the user can verify its authenticity.
e Anti-spoofing:
o Purpose: Protection against attackers attempting to
Impersonate your application or server.
o Implementation:
= Attestation: Use Play Integrity API (formerly Play
Protect API) to verify that the device and
application are in a healthy, untampered state.
This APl can check Device Integrity, App Integrity,
and Account Integrity.
= Device Binding: Link authentication tokens to a
unigue device identifier to prevent token usage
on other devices.
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e Transaction Signing:

e Crypto Principle: In cryptocurrency wallets,
transactions (or critical data) should never be signed
on the server. They must be signed on the user's
device using the user's private key stored in the
Android Keystore.

e Process:

I. The application receives transaction details from
the server.

Ii. The application displays these details to the user
for confirmation.

iii. After user confirmation (e.g., with PIN or
Biometrics), the application signs the transaction
with the private key in the Keystore.

Iv.The signed transaction is sent to the server to be
broadcast to the blockchain network.

e Testability: Test that transactions cannot be sent
without proper sighing and that signing occurs on the
device.
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4. Robust Network-Level Fraud Detection Mechanisms:

e Telemetry & Behavioral Analytics: Collect anonymized
telemetry data about user behavior (e.g., login speed,
transaction patterns) and identify suspicious patterns.

e |P Whitelisting/Blacklisting: On the Backend, blacklist IPs
that frequently attempt failed logins or originate from
suspicious sources.

e Rate Limiting: Limit the number of requests to the API
within a specific timeframe to prevent brute-force or
DoS attacks.

e Session Management & Revocation: Meticulous
management of user sessions (e.g., a new session is
created every time the user logs in). Ability to remotely
revoke active sessions (e.g., when a user changes their
password).

e Cross-Site Request Forgery (CSRF) Protection: For web
APIs, use CSRF Tokens to ensure requests originate from
a legitimate source.

e Risk Scoring: Implement a system that scores each
transaction or login based on risk factors (e.g., unusual
geolocation, new device, high amount) and, if the risk
score is high, requests additional security measures (like
two-factor authentication).
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5. Continuous Updates and Monitoring:

e Regular Security Patches: Promptly apply security
patches for the Android OS and third-party libraries.

e Threat Monitoring: Actively track new mobile and Web3
security threats.

e Log and Alert Monitoring: Your monitoring systems
should continuously review security logs and send real-
time alerts upon detecting suspicious activity.

e Incident Response Plan: Have a clear operational plan for
handling security incidents.

Designing a secure network for financial applications is a
continuous commitment that requires deep expertise in
cryptography, network protocols, operating system
security, and best development practices.
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Network Monitoring and Analytics System for Production
Applications: Create a comprehensive network monitoring and
analytics system for Android applications in a Production
environment. (Metrics to collect (e.g., request latency, error
rate, data transferred volume), tools/libraries (e.g., Firebase
Performance Monitoring, custom interceptors), and strategies
for real-time alerts and actionable insights).

A comprehensive network monitoring and analytics system
for Production applications is vital for ensuring high
performance, quickly detecting issues, and improving user
experience. This system allows you to understand how your
application behaves in the hands of real users.
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Key Metrics to Collect:

e Request Latency (Response Time):

o What is it? The duration from sending a request to
receiving the complete response.

o Why is it important? High latency makes the app feel
slow and degrades the user experience.

o Breakdown: Latency should be collected separately
for each APl endpoint. It can also be broken down
into Connection Time, Request Send Time, and
Response Receive Time.

e Error Rate:

o What is it? The percentage of requests that
encounter an error (HTTP 4xx/5xx, network errors
like Timeout, No Internet).

o Why is it important? Indicates problems on the
Backend, network issues on the user's side, or client-
side bugs.

o Breakdown: Error rate per endpoint, breakdown by
error type (4xx, 5xx, Network Error), breakdown by
app/OS version.
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e Data Transferred Volume:

o What is it? The volume of incoming (Downloaded)
and outgoing (Uploaded) data for each request or
overall.

o Why is it important? For optimizing user data
consumption (important for users with limited data
plans) and detecting unnecessary requests or large
responses.

o Breakdown: Volume per endpoint, breakdown by
images, JSON, etc.

e Cache Hit Ratio:

o What is it? The percentage of requests served from
the cache without needing a network call.

o Why is it important? Indicates the effectiveness of
your caching strategy.

e Request Count:

o What is it? The total number of HTTP requests sent.

o Why is it important? To understand API| usage
patterns and identify unnecessary requests.

e Network Connectivity Status:

o What is it? The user's connection type (Wi-Fi, Mobile
Data - 2G, 3G, 4G, 5G), signal strength.

o Why is it important? To understand if network
problems are related to the user's connection type.
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Tools/Libraries: '
e Firebase Performance Monitoring:
e Use Case: A free and powerful tool from Google for
monitoring application performance in Production.
e Capabilities:

o Automatic Network Request Monitoring:
Automatically collects Latency, Error Rate, and Data
Volume for HTTP/S requests (using OkHttp/
HttpURLConnection).

o Custom Traces: Allows defining custom Traces to
measure code execution time or specific operations.

o Reporting Dashboard: Powerful dashboard for
viewing and analyzing data, filtering by country,
device, app version.

o Alerting: Set up alerts for critical metrics (e.g., if an
endpoint's latency exceeds a specified threshold).

o Implementation: Adding dependencies and simple
configuration in FirebaseApp.

e Custom OkHttp Interceptors:

o Use Case: For collecting custom metrics that
Firebase Performance Monitoring doesn't cover
automatically, or for sending data to other analytics
systems.

o Example:
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e Crashlytics (Firebase Crashlytics): I

o Use Case: For monitoring ANRs and Crashes.

o Synergy: Crashlytics can display information about
the last network requests before a crash (if you're
using Firebase Performance Monitoring), which is
very useful for debugging network-related crashes.

e Centralized Logging Systems:

o Use Case: Collecting application logs (via Timber or
other tools) and sending them to a centralized
system (like ELK Stack - Elasticsearch, Logstash,
Kibana, or Grafana Loki) for advanced analysis and
search.

o Benefit: In addition to metrics, you can store and
review more detailed network behavior logs (like
Retry Attempts, Cache Hits/Misses).

e Analytics/Monitoring Dashboards:

o Use Case: Tools like Google Analytics, Mixpanel,
Amplitude (for User Behavior Analytics), and Grafana,
Datadog (for Infrastructure & Performance
Monitoring) for visualizing data and creating custom
dashboards.
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Strategies for Real-time Alerts and Actionable Insights:
e Define Thresholds for Alerts:

o Latency: Alert if the average latency of an endpoint
exceeds, say, 500ms.

o Error Rate: Alert if the 5xx error rate for an endpoint
exceeds 1% or the network error rate exceeds 5%.

o Data Volume: Alert if data transferred volume
suddenly spikes (could indicate a looping request or
unexpected large response).

o Crash Rate: Alert if Crash-Free Session Rate drops
below 99.5%.

o Alert Delivery Method: Email, Slack/Teams,
PagerDuty.

e Data Correlation:

o Combine Metrics: Don't look at a single metric in
isolation. For example, if latency increases and the
error rate also goes up, the problem is likely on the
Backend. But if only latency increases and the error
rate remains constant, the problem might be with the
user's specific network.

o Correlation with App Version/OS/Device Model: Do
network issues occur only on a specific app version,
a particular device model, or an Android OS version?
This helps diagnose client-specific bugs.

o Correlation with Feature Flags: If a new Feature Flag
has been activated and network issues suddenly
increase, it might be related to that Flag.
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e Test Environment Monitoring:

—

o Implement the same monitoring system in Staging
and QA environments. This helps detect performance
and network issues before they reach Production.

e User Behavior Analysis:

o Using User Behavior Analytics, you can see how
network problems impact your conversion funnel or
user engagement.

e Continuous Optimization:

o Use insights gained to continuously optimize the

network layer:

Reduce Response Size: Compress JSON/Image
responses.

Smarter Caching: Adjust Cache TTL (Time-To-
Live) based on data access patterns.

Batching Requests: Group small requests.
Improve Latency: Use a CDN (Content Delivery
Network).

Error Management: Improve retry and failover
mechanisms.
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Architectural Insights: '

 Data Dog / New Relic: For large enterprise projects, you
might need more comprehensive APM (Application
Performance Monitoring) platforms like DataDog or New
Relic, which offer both Mobile APM and Backend APM,
providing deeper correlation between Frontend and
Backend.

e Custom SDK for Telemetry: For full control over
collected data and customization of its format, you can
develop an in-house Telemetry SDK that integrates with
OkHttp Interceptors.

e Privacy & Compliance: Always ensure data collection
complies with privacy regulations (like GDPR, CCPA).
Data should be anonymized or explicit user consent
obtained.

e Cost Management: Monitoring and logging can be
costly. Intelligent logging and collecting only necessary
metrics help manage costs.

e Proactive vs. Reactive: The ultimate goal is to shift from
a Reactive approach (reacting to problems after they
occur) to a Proactive one (anticipating and preventing
problems). Real-time alerts and deep analysis help you
achieve this.
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A robust network monitoring and analytics system is your
eyes and ears in Production, enabling you to deliver a
more stable, faster, and higher-quality application.
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Final Summary for Day 11 & 12 Challenge:

With the conclusion of this comprehensive discussion on
"Network Layer and Security in Android," from the basic
concepts of Retrofit and OkHttp to advanced security
strategies for FinTech and Architect-level monitoring
systems, | hope your understanding of this critical part of
Android application development has deepened. As a Senior
Architect, | always emphasize that the network layer is not
just a communication bridge; it's the beating heart of every
internet-connected application that must be designed with
precision, power, and unparalleled security. In domains like
Web3, the slightest security flaw can be catastrophic.

Through continuous practice, knowledge updates, and a
passion for learning, you will pave your way in this exciting
industry. Stay tuned for upcoming days of the
#30DayAndroidChallenge, where we will delve into even
more complex and profound topics! If you have any
questions or would like to share your experiences, feel free
to connect with me in the comments.
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These comprehensive
answers aim to equip you with
the knowledge required for
Architect-level and Senior-
level interviews, and to make
informed architectural
decisions in your real-world

projects.Good luck.

Esmaeeil Moradi
@esmaeeil-moradi700

59



