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Hello to all my dear friends and companions!

I'm very happy to be with you on Day 19 of the
#30DaysOfAndroidChallenge. With each passing day, | become
prouder of our energetic and passionate Android developer
community.

Today, we're diving into one of the most important and sensitive
topics in software development: Security. From understanding its
basic principles to implementing key mechanisms, this knowledge
is vital for every developer who values building trustworthy
applications.
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Given the breadth of the security topic, we've divided it into two
parts to cover each aspect in more detail. This article is Part 1 of
this comprehensive discussion. In this section, we will focus on
fundamental concepts and common questions at the Junior and
Mid-Levels. From understanding the Sandbox and Permissions
system to implementing secure data storage methods and
authentication mechanisms, we will provide the necessary
foundations for building secure applications.

Get ready to dive deeper into the world of security and build apps
that are not only high-performing but also completely trustworthy.
Join us as we enter the world of building secure and stable
applications!
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Junior Level Questions
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What are basic Android security principles? |

Android's security model is built on a few fundamental
principles that work together to protect the device, user
data, and other applications from malicious behavior.

1.Application Sandboxing:

e Concept: This is the cornerstone of Android security.
Every application runs in its own isolated process, with
its own unique User ID (UID). This sandbox prevents one
app from accessing the data or resources of another app
without explicit permission.

e How it Works: When an app is installed, the Android OS
creates a new Linux process for it and assigns a unique
UID. All of the app's files and data are stored in a private
directory that is only accessible by that UID. This means
that by default, one app cannot read or write to another
app's files.

e Implication: This principle means that even if a malicious
app is installed, it can't directly harm other apps or the
system unless it exploits a vulnerability or is granted a
dangerous permission by the user.
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2.Principle of Least Privilege: |

e Concept: This principle dictates that an application
should only be granted the minimum permissions
necessary to perform its functions. A flashlight app, for
example, should not have access to a user's contacts.

e How it Works: Developers must explicitly declare the
permissions their app needs in the AndroidManifest.xml.
The Android system then enforces these permissions.
Permissions are categorized into different levels (e.g.,
normal, dangerous, signature), which determine how and
when they are granted.

o Implication: This limits the potential damage an app can
cause. By requesting only the necessary permissions, a
developer signals trust to the user and reduces the app's
attack surface.
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3.Secure Data Storage: I

e Concept: Android provides built-in mechanisms to help
developers store data securely, whether it's local app
data, sensitive user information, or cryptographic keys.

e How it Works:

o Internal Storage: By default, files created in an app's
internal storage directory are private to that app and
cannot be accessed by others.

o Android Keystore System: This is a hardware-
backed or software-based container for storing
cryptographic keys. Keys stored here are
inaccessible to other apps and can be configured to
require user authentication (e.qg., fingerprint) for use.

o Encrypted Shared Preferences/Files: The Jetpack
Security library provides
EncryptedSharedPreferences and EncryptedFile for
securely storing key-value pairs and files using
master keys from the Keystore.

Esmaeeil Moradi
@esmaeeil-moradi/700




—

Together, these principles create a strong foundation. The
sandboxing model isolates apps, the least privilege
principle minimizes their potential for harm, and the
secure storage mechanisms provide developers with the
tools to protect sensitive information on the device.
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How do you implement secure data storage?

Securely storing sensitive data (like authentication tokens,
user preferences, or small files) is a fundamental
requirement. Relying on simple SharedPreferences or
plaintext files is a significant security risk. The modern,
recommended approach is to use the Jetpack Security
library, which leverages the Android Keystore System.
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1. Using EncryptedSharedPreferences: '

EncryptedSharedPreferences is a drop-in replacement for
the standard SharedPreferences that encrypts keys and
values automatically. This is ideal for storing small, sensitive
data like user session tokens or API keys.

Step 1: Add the Dependency Add the security-crypto
dependency to your build.gradle file:

Step 2: Generate a Master Key First, you need to create a
master key, which will be used to encrypt all the data. The
master key is stored securely in the Android Keystore.
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Step 3: Initialize and Use EncryptedSharedPreferences
Now, you can create and use EncryptedSharedPreferences
just like you would with a regular SharedPreferences
instance.

fun get loken(context
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2. Using EncryptedFile:

For storing larger, sensitive files (e.g., a local user database,
a configuration file), EncryptedFile is the right choice. It
provides a secure file-based storage solution, also backed
by the Android Keystore.
e Step 1: Generate a Master Key (same as above)
e Step 2: Initialize and Use EncryptedFileEncryptedFile
provides a FileOutputStream to write encrypted data and
an FilelnputStream to read it.
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readSecureFile(c
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Key Advantages of this Approach:

e Simple and Safe: The developer doesn't need to
implement encryption logic themselves, reducing the risk
of human error.

e Hardware-Backed: The master key can be stored in the
hardware-backed keystore, making it extremely difficult
to extract.

e Modern and Maintained: This is the officially

recommended, modern approach from the Android team.
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Explain the Android permission system and runtime |

permissions.

The Android permission system is a core component of the
platform's security model, controlling an application's access
to sensitive user data and system resources. It is divided
into two main categories: install-time permissions and
runtime permissions.
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1. Install-Time Permissions (Normal Permissions): .

e Definition: These are permissions that don't pose a
significant risk to the user's privacy or the device's
operation. They are granted automatically by the system
when the app is installed.

e Examples: INTERNET, VIBRATE,
ACCESS_NETWORK_STATE.

e How it Works: The user sees a list of all permissions the
app requests at the time of installation. Since these
permissions are considered safe, the system grants
them without any further action from the user. A
flashlight app needs the CAMERA permission, for
example, to turn on the flash. If a flashlight app also
requested contacts and messages permissions, this
would be a warning sign to a user, but it would not
prevent installation.
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2. Runtime Permissions (Dangerous Permissions):

e Definition: These are permissions that grant access to
sensitive user data or system resources, such as the
camera, microphone, or user's location.

e Examples: CAMERA, READ_CONTACTS,
ACCESS_FINE_LOCATION, RECORD_AUDIO.

e How it Works:

o The developer must still declare the permission in the
AndroidManifest.xml.

o Unlike install-time permissions, the system does not
grant these permissions automatically.

o The app must explicitly request the permission from
the user at runtime, in a contextually relevant
moment, using a standard system dialog.

o The user can choose to grant or deny the permission.

The app's code must handle both scenarios.

o The user can also revoke the permission at any time
from the app's settings.
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The Importance of Requesting Permissions When Needed:

e User Trust: Requesting a permission in context (e.qg.,
asking for CAMERA permission only when the user taps
the "Take Photo" button) builds user trust. Requesting all
dangerous permissions at app launch can seem
suspicious and may lead the user to deny them.

e Improved UX: The user understands why the app needs
a particular permission, leading to a higher likelihood of
the permission being granted.

e Principle of Least Privilege: This system directly
supports the principle of least privilege. The app only
gets access to sensitive resources when it truly needs
them, and the user is in control.
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Code Snippet for Requesting a Runtime Permission:
Here's a modern Kotlin example using the new Activity
Result APIs to request the CAMERA permission.

i
i
ort androidx . activitv. res
idrol1dyx. :
10X . ¢

ippCol

POl anol

~lass CameraActivity : Apj
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te fun checkAndRequestCameraPermission() <

fun startCameral

This approach is clean, boilerplate-free, and handles the
permission result in a more elegant way than the
deprecated onRequestPermissionsResult method.
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Mid-Level Questions
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Implement certificate pinning and network security. |

Certificate pinning is a security mechanism that binds a
mobile app to a specific SSL/TLS certificate or public key.
Instead of trusting any certificate signed by a trusted
Certificate Authority (CA), the app is hardcoded to only
accept the specific certificate(s) you have "pinned" to it.

Why is it important?

e Prevents Man-in-the-Middle (MITM) Attacks: The
primary goal of certificate pinning is to prevent a
sophisticated attacker from performing a MITM attack. In
a standard TLS connection, an attacker can get a
certificate from a rogue CA and intercept traffic. With
pinning, the app will reject the fake certificate because it
doesn't match the one hardcoded in the app.

e Protects Against Rogue CAs: If a trusted CA is
compromised and starts issuing fraudulent certificates,
your app will still be safe because it doesn't rely on the
CA's chain of trust.
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Implementing Certificate Pinning with Network Security '

Configuration:

Android provides a declarative way to manage network
security settings in the manifest, which is the recommended
modern approach. This is much safer and more maintainable
than hardcoding the logic in your code.

Step 1: Create the Network Security Configuration XML
File

Create a new XML file, for example, res/xml/
network_security_config.xmil:
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Key elements in the configuration:

e <domain-config>: Specifies the domain(s) to which the
pinning applies. includeSubdomains="true" is a good
practice.

e <pin-set>: Contains the list of public key hashes (pins).

o eXpiration: A critical, mandatory attribute. It ensures
that the pins expire, forcing you to update them. This
prevents a forgotten pin from breaking your app
when the server's certificate is legitimately renewed.

o pin digest="sha256": The SHA-256 hash of the public
key's Subject Public Key Info (SPKI).

e <base-config cleartextTrafficPermitted="false">: This is
a best practice. It blocks all non-HTTPS traffic, a security
requirement for modern apps.
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Step 2: Add the Configuration to the Manifest Add the

android:
networkSecurityConfig attribute to your application tag in
AndroidManifest.xml:

How to get the SHA-256 pin:

You can obtain the pin using openssl. For example:

Bash:

openssl s_client -servername api.example.com -connect
api.example.com:443 < /dev/null | openssl x509 -pubkey -
noout | openssl pkey -pubin -outform der | openssl dgst -
sha256 -binary | openssl enc -base64
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It's a best practice to pin at least two keys: the primary
server certificate's public key and a backup. The backup
could be from a different CA or a pre-issued certificate for
emergencies.

Disadvantages and Considerations:

e Deployment Risk: If you forget to update the pins before
the server's certificate is renewed, your app will be
unable to communicate with the server, effectively
bricking the network functionality for all users until an
update is deployed.

e Security vs. Flexibility: Pinning provides strong security
but reduces flexibility. If your infrastructure changes, you
must release an app update.

Despite the risks, for apps that handle sensitive data like
financial apps, a properly implemented certificate pinning
strategy is a highly recommended security measure.
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How do you secure sensitive data in memory?

Sensitive data in memory is a common but often overlooked
attack vector. An attacker who has gained access to a
device (e.qg., via root access or a vulnerability) could perform
a memory dump to extract sensitive information like
passwords, APl keys, or private keys that are stored in
plaintext in the application's memory.
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Here's how to mitigate this risk:

1.Minimize Lifetime of Sensitive Data:

e Concept: The less time sensitive data spends in
memory, the smaller the window of opportunity for an
attacker.

e Implementation: Do not store sensitive data in global
variables or static fields. Instead, load the data, use it for
a specific operation (e.g., signing a transaction), and
then immediately clear it from memory.

e Example: A password entered by a user should be used
to authenticate and then immediately cleared.

2.Clear Buffers and Arrays:

e Concept: When you are done with a sensitive value,
overwrite the memory location with zeros or some other
non-sensitive data. The Garbage Collector (GC) in
Android is not deterministic; you can't guarantee when a
String object will be collected.

e Implementation:

o String objects: Strings in Java/Kotlin are immutable,
SO you cannot overwrite them. This makes them a
poor choice for storing sensitive data.

o Char or Byte arrays: Use mutable data structures like
CharArray or ByteArray. After using the data, loop
through the array and set all values to 0.
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Example:
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3.Avoid Storing Sensitive Data in Primitive Typesor —?
Objects:

e Concept: Storing sensitive data in a String or other
standard objects allows the system to make copies of
that data, making it difficult to fully clear it from memory.

e Implementation: Use a custom data structure that
encapsulates the sensitive data in a ByteArray and
provides methods for a specific operation, and a method
to clear the data.

e Example: A SecureString class that holds a ByteArray and
automatically zeroes out its contents when the clear()
method is called.

Esmaeeil Moradi
@esmaeeil-moradi/00

30



4.Use Hardware-Backed Key Storage: I

e Concept: For cryptographic keys, the ultimate solution is
to store them in a secure, hardware-backed environment
like the Android Keystore.

e How it Works: The private key is generated and stored in
a secure element (e.g., a TrustZone). The key material
never leaves this secure environment. The Android
system simply sends data to the secure element for
cryptographic operations (e.g., signing), and the secure
element returns the result. An attacker dumping the app's
memory would never find the private key material.

e Benefit: This is the most robust solution for securing
cryptographic keys. It's a requirement for many financial
and cryptocurrency applications.

5.0bfuscation and Anti-Tampering:

e Concept: While not directly related to memory,
obfuscation (with ProGuard/R8) and anti-tampering
measures make it harder for an attacker to understand
your code, find where sensitive data is handled, and inject
malicious code to intercept it.

e Implementation: Enable ProGuard/R8 in your release
build configuration. For advanced apps, use a commercial
obfuscator like DexGuard for stronger protection.
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In summary, securing data in memory is a proactive effort.
You must assume that an attacker may have access to the
device and build your app with defensive measures like
minimizing the lifetime of sensitive data and using mutable
data structures that can be explicitly cleared.
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Design secure authentication flows.

A secure authentication flow is a multi-step process that
ensures the identity of the user is verified, protects sensitive
credentials, and prevents common attacks. The modern
approach is to use industry-standard protocols like OAuth
2.0 and OpenlD Connect (OIDC), rather than building a
custom authentication system from scratch.
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1. Principles of a Secure Authentication Flow:

e OAuth 2.0 (Authorization): This protocol is for granting
an application (client) access to protected resources on
behalf of a user. It doesn't handle authentication itself
but provides a secure way to delegate authorization.

e OpeniID Connect (Authentication): OIDC is a layer on
top of OAuth 2.0 that handles user authentication. It
provides an ID Token (usually a JWT) that contains
claims about the authenticated user.

o Statelessness: The authentication process should be
stateless. The server doesn't maintain session
information for the user; instead, it relies on a token
provided by the client.

2. The Modern Authentication Flow (Authorization Code
Grant with PKCE):

This is the most secure and recommended flow for mobile
applications. It's a key part of OIDC.
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1.User Initiation: The user taps a "Sign In" button in your ’

app.

2.Redirect to Authorization Server: The app redirects the
user to the Authorization Server's login page (e.g., Google,
your company's |dP).

3.User Authentication: The user enters their credentials
(username/password) directly on the Authorization Server's
page, not your app. This protects their credentials from
your app.

4.Consent and Authorization Code: The user consents to
your app accessing their data. The Authorization Server
then redirects the user back to your app with a one-time-
use Authorization Code.

5. Token Exchange (PKCE): Your app, on a secure backend,
exchanges the Authorization Code for an Access Token
(for accessing resources) and an ID Token (the JWT). The
use of Proof Key for Code Exchange (PKCE) is critical here
to prevent code interception attacks. PKCE ensures that
only the original app that requested the code can exchange
it for tokens.

6. Token Usage:

o ID Token (JWT): The app receives the JWT, which
contains claims like user_id, email, etc. It should be
used to verify the user's identity on the client-side.

o Access Token: This is a short-lived token used to make
API calls to your backend. The app sends this token in
the Authorization header of network requests.
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3. Securing Tokens and Preventing Attacks:
e Secure Storage of Tokens:
o Tokens should never be stored in plain text.
o Use EncryptedSharedPreferences (from the Jetpack
Security library) to store the tokens securely.
 Handling ID Token and Access Token:
o |ID Token (JWT): The client should verify the JWT's
signature to ensure it hasn't been tampered with. It

should not be used for authorization on the backend.

o Access Token: The access token should be short-
lived. A long-lived Refresh Token should be used to
get new access tokens without forcing the user to
log in again. The refresh token should be stored as
securely as possible.

 Preventing Common Attacks:

o CSRF (Cross-Site Request Forgery): Using the PKCE
flow mitigates CSRF attacks. The code_verifier and
code_challenge prevent an attacker from replaying
the authorization code.

o Replay Attacks: A one-time Authorization Code is
used, and the token exchange is performed over a
secure HTTPS connection, which prevents replay
attacks.
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4. Modern Implementation with AppAuth:
Instead of implementing this complex flow yourself, the best
practice is to use a library like AppAuth for Android. It
handles the Authorization Code Grant with PKCE, JWT
verification, and token refreshing, reducing the risk of
security vulnerabilities.
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By adopting these principles and using a robust library,
you can design a secure authentication flow that is both
user-friendly and highly resilient to common attacks.
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These comprehensive
answers aim to equip you with
the knowledge required for
Architect-level and Senior-
level interviews, and to make
informed architectural
decisions in your real-world

projects.Good luck.
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