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Day 20

of #30DayAndroidChallenge:

Comprehensive Answers for "Day 20: P: Security Best
Practices & Implementation"”

part 2 of 2

Hello to all my dear friends and companions!

Welcome back to the #30DaysOfAndroidChallenge! After
covering the foundational security concepts on Day 19, today on
Day 20 (Part 2 of 2), we are entering a new and exciting phase.
This section is designed for you, senior developers and system
architects, who want to go beyond the basics and protect your
systems against the most advanced security threats.
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In today's world, where mobile applications play a vital role in
sensitive domains like FinTech and Web3, security approaches
must be comprehensive and multi-layered. We are no longer just
dealing with simple attacks, but must be prepared to counter
complex and persistent threats (Advanced Persistent Threats).

In this article, we will delve into questions that occupy the minds
of Senior and Architect developers: from implementing advanced
security mechanisms for financial applications and designing
secure communication protocols, to architecting security
frameworks for cryptocurrency applications and creating threat
monitoring and detection systems.

This content is a roadmap for you to build applications that not
only protect user data in the best possible way but also are at a
high level of compliance with global security standards.

Are you ready to journey into the depths of Android
cybersecurity? Join us as we enter the world of building robust
and impenetrable applications! %
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Senior Level Questions
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Implement advanced security measures for financial

applications. '

For financial applications, cryptocurrency wallets, or any app
handling highly sensitive data, standard security practices
are not enough. Attackers are highly motivated, and the
security measures must be multi-layered and proactive.

1.Root/Jailbreak Detection:

e Problem: A rooted device gives an attacker superuser
access, effectively bypassing Android's sandboxing and
allowing them to inspect memory, intercept traffic, or
modify app files.

e Implementation:

o Integrity Checks: Check for the existence of known
root binaries (/system/bin/su, /system/xbin/su).

o Property Checks: Look for properties that indicate a
rooted device (e.qg., ro.secure set to 0).

o App Tampering: Check if the app's files have been
modified.

o Trusted Libraries: Use a reputable root detection
library (e.g., from a commercial Mobile App Security
suite) as a single check is often not enough.

e Action: If root is detected, the app should take defensive
action, such as refusing to run, disabling key features, or
logging the event to a backend for analysis.
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2.Hardware-Backed Key Storage:
—

e Problem: Storing cryptographic keys in software is risky,
as they can be extracted from memory.

e Implementation: Use the Android Keystore System to its
full potential. When generating a key, specify that it
should be hardware-backed.

o Example (Kotlin):

e setisStrongBoxBacked(true) tells Android to use the
secure, hardware-backed Keystore if available.

e setUserAuthenticationRequired(true) ensures that the
user must authenticate with their biometric or device
credentials before the key can be used. This is a critical
security layer for transactions.
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—
3.0bfuscation and Tamper Detection (R8/ProGuard):

 Problem: Attackers can decompile an APK to understand
its inner workings, find vulnerabilities, and inject
malicious code.

e Implementation:

o Code Obfuscation: Use R8 (the default for release
builds) to obfuscate code. This renames classes,
methods, and variables to meaningless names,
making reverse engineering much harder.

o Tamper Detection: Implement code integrity checks.
Calculate a hash of the app's DEX files at runtime and
compare it against a known, pre-calculated hash. If
they don't match, the app's code has been tampered
with. This can be complex to implement and can be a
source of false positives.
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4.Secure Ul and Screen Capture Prevention:

 Problem: An attacker could take screenshots or record
the screen to capture sensitive data (e.g., a
cryptocurrency wallet's recovery phrase).

e Implementation:

o FLAG_SECURE: Add
window.setFlags(WindowManager.LayoutParams.FL
AG_SECURE,
WindowManager.LayoutParams.FLAG_SECURE) to
your Activity to prevent screen capture and screen
sharing. Use this only for sensitive screens.

o Secure Keyboard: For password or PIN input, use a
custom, secure keyboard that is harder to log.
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5.Environment Checks:

e Problem: Financial apps should not run in an unsafe
environment.
e Implementation:
o Emulator Detection: Check if the app is running on
an emulator. While not always a threat, it can be a
sign of a bad actor.
o Developer Mode: Check if USB Debugging or
Developer Options are enabled.
o Network Proxies: Check for network proxies and
VPNs, which could be used to intercept traffic.
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By combining these layers—from hardware-backed keys
to proactive threat detection—a senior developer can
build an app that is resilient against sophisticated attacks,
a necessity for the modern financial landscape.
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Designh secure communication protocols for sensitive

—
data.

Secure communication is about ensuring the confidentiality,

integrity, and authenticity of data in transit. While -
is the foundation, an architect must design a multi-

'LS/SSL
ayered

approach, especially for sensitive data like financia
transactions or private messages.

1.The Foundation: TLS/SSL:

e Concept: TLS (Transport Layer Security) encrypts
communication between the client and server. It ensures

that data cannot be read by an eavesdropper.
e Best Practices:

o Enforce HTTPS: Always use HTTPS. Use the

networkSecurityConfig file to enforce
cleartextTrafficPermitted="false".

o Latest TLS Version: Configure your app to use the
latest version of TLS (e.g., TLS 1.3) and modern,

strong cipher suites.
o Certificate Pinning: For highly sensitive

communication, implement certificate pinning to

prevent MITM attacks.
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2.Layer 2: End-to-End Encryption (E2EE):

e Problem: TLS only encrypts the traffic between the
client and the server. Once the data reaches the ser'V?I’,_’
it's decrypted. If the server is compromised, the data is
exposed.

e Concept: E2EE encrypts the data on the sender's device
and decrypts it only on the recipient's device. The server
only sees encrypted data.

e Implementation:

o Asymmetric Cryptography: Use asymmetric key
pairs (e.g., RSA or elliptic-curve cryptography). The
recipient's public key is used to encrypt the data, and
only their private key can decrypt it.

o Example (Messaging Apps):

I. Alice wants to send a message to Bob.

ii. Alice's app fetches Bob's public key.

lii. Alice's app encrypts the message with Bob's

public key.

Iv. The encrypted message is sent to the server.

V. The server stores the encrypted message.
vi.Bob's app downloads the encrypted message.
vii.Bob's app uses his private key (stored securely

on his device) to decrypt the message.

e Signal Protocol: For secure messaging, the Signal
Protocol is the gold standard. It uses a combination of
symmetric and asymmetric cryptography and forward
secrecy, ensuring that even if one key is compromised,
past messages remain secure.
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3.Layer 3: Ensuring Data Integrity and Authenticity:

e Problem: E2EE ensures confidentiality, but it doesn't
guarantee that the data hasn't been tampered with in
transit. An attacker could modify the encrypted data.

e Implementation:

o Digital Sighatures: The sender should digitally sign
the data using their private key. The recipient can
then use the sender's public key to verify the
sighature.

o Example (Financial Transactions):

I.Alice's app creates a transaction payload.

li. Alice's app hashes the payload and signs the
hash using her private key (stored in the
Keystore).

lii. The sighed payload and the signature are sent to
the server.

iv.The server uses Alice's public key to verify the
signature. If the signature is valid, the server
knows the transaction came from Alice and
wasn't tampered with.
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4.Secure WebSocket Communication:
e Problem: For real-time applications (e.qg., trading apps),
you need a persistent, secure connection.
e Implementation: Use Secure WebSockets (WSS). The
initial handshake is secured by TLS, and the subsequent
communication is also encrypted.
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In Summary:
A secure communication design for sensitive data goes
beyond simply using HTTPS. An architect must consider:
e Using TLS/SSL as the base layer, with certificate
pinning for critical endpoints.
e Implementing end-to-end encryption for data that
should not be visible to the server.
e Using digital signatures to ensure data integrity and
authenticity.
e Using established, battle-tested protocols like the
Signal Protocol or standards-based cryptography for
key management and data exchange.
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How would you implement security monitoring and threat
detection?

Security monitoring and threat detection is a proactive
strategy to identify, analyze, and respond to potential
security threats in real-time. It's a key part of an app's
security posture, especially for high-value applications. The
system should be able to:

1.Collect security-related events from the client.

2. Transmit these events securely to a backend.

3.Analyze the data for suspicious patterns.

4.Trigger alerts and take action.

Esmaeeil Moradi
@esmaeeil-moradi/700

16



1. On-Device Event Collection:;

The client-side is responsible for instrumenting the app to
collect key security events. These events should be
structured, with relevant metadata.

e Events to Collect:

o Root/Jailbreak Status: Log an event with is_rooted:
true if the app detects a rooted device.

o Tamper Detection: Log an event if the app's integrity
check fails.

o Sensitive Data Access: Log an event when a user
attempts to access a sensitive resource (e.g.,
viewing a private key).

o Biometric Authentication Failures: Log failed
biometric authentication attempts.

o Suspicious API Calls: Log a warning if an APl call is
made with a compromised or invalid token.

o Malicious Inputs: Log an event if the app receives a
suspicious input (e.g., a SQL injection attempt).
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@esmaeeil-moradi700

—

17



—

e Data Structure: Each event should be a structured
object with:

O

O

O

O

event_timestamp: The time of the event.
event_type: (e.g., root_detected, tamper_detected).
user_id: An anonymized user ID.

device_id: A unique device identifier.

app_version: The app version.

os_version: The Android OS version.

metadata: Additional context (e.g.,
failed_auth_attempts: 3).

e Implementation:

O

O

Use a dedicated, lightweight logging library or the
analytics SDK (e.g., Firebase Analytics) to send these
events.

The events should be sent asynchronously to avoid
blocking the main thread.
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2. Secure Event Transmission to a Backend:

e Protocol: Always use a secure HTTPS connection.

e Authentication: The client must be authenticated to
send events to the backend. Use a dedicated API key or
token for the logging endpoint, separate from the main
API.

e Batching: To conserve battery and network resources,
batch events and send them periodically (e.g., every 5
minutes or when a certain number of events are
collected).
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3. Backend Threat Analysis:

This is where the magic happens. The backend receives the
event stream and uses a variety of techniques to identify
threats.

e Rules-Based Detection:

o Simple Rules: Define simple, immediate alerts. For
example, "If root_detected event is received, alert
Immediately."

o Threshold-Based Rules: Define thresholds for

suspicious activities. For example, "If a user has more
than 5 failed biometric authentication attempts within

60 seconds, trigger an alert."
e Behavioral Anomaly Detection:

o Concept: This is a more advanced technigue. You
build a "normal" profile of a user's behavior (e.g.,
typical login times, device, location).

o Implementation: Use a machine learning model or a
data analytics engine to compare a user's current
behavior against their historical profile. If a user logs
in from a new, rooted device in a different country,
this could be a high-confidence threat that triggers
an alert.
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e Data Aggregation and Visualization:
o Store all security events in a data warehouse (e.g.,
BigQuery, Elasticsearch).
o Use a dashboarding tool (e.g., Grafana) to visualize
security events, track trends, and identify potential

attack patterns.
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4. Alerting and Remediation:

e Alerting Channels: Integrate the backend system with
communication tools like Slack, PagerDuty, or email.

e Alert Triage: Create a system for triaging alerts based
on severity (e.g., PO for a confirmed root access event,
P3 for a failed authentication attempt).

e Automated Remediation:

o Server-Side: The backend can take automated
action. For example, if a user is confirmed to be on a
rooted device, their access token can be revoked, or
they can be forced to re-authenticate.

o Client-Side: The app itself can take defensive action,
as discussed in the Senior-level question on financial

apps.
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This comprehensive approach allows a team to move from
a purely reactive stance (fixing a vulnerability after it's
been exploited) to a proactive one (detecting a potential
attack as it happens) and creating a more resilient
application ecosystem.
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Architect Level Questions
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Architect a comprehensive security framework for
cryptocurrency applications.

A cryptocurrency application, such as a wallet, is a prime
target for attackers. An architect must design a multi-
layered security framework that protects against a wide
range of threats, from simple malware to sophisticated,
state-sponsored attacks.

The Core Principle: Defense in Depth The architecture
should not rely on a single security measure. Each layer of
security should provide a fallback, and a compromise at one
layer should not lead to a complete system failure.
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1. Secure Key Management (The Foundation):

e Problem: The user's private key is the most valuable
asset. If it's exposed, the user's funds are gone.
e Architecture:

o Hardware-Backed Keystore: The private key must
never be in software. Use the Android Keystore with
setlsStrongBoxBacked(true) and
setUserAuthenticationRequired(true).

o Biometric Authentication: The user must
authenticate (e.g., with a fingerprint or face scan) for
every sensitive operation, such as signing a
transaction. The private key never leaves the secure
hardware element.

o Entropy: When generating a key, use a strong source
of entropy to ensure the key is truly random and not
guessable.

o Secure Backup: The user's recovery phrase (seed
phrase) must be handled with extreme care. The app
should display it in a secure environment
(FLAG_SECURE) and never store it digitally on the
device.
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2.Transaction Signing and Integrity:

e Problem: An attacker could modify a transaction before
it's signed.

e Architecture:

e Client-Side Signing: The app should construct the raw
transaction payload and have the user's private key
(inside the Keystore) sign it.

e Secure Ul: The user must be shown the full transaction
details (recipient address, amount) in a trusted, non-
tamperable Ul before signing. Use FLAG_SECURE to
prevent screen capture.

e Data Integrity: The transaction payload that is signed

should be hashed and the hash signed, not the raw data.

The backend must verify the signature using the user's
public key.
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3.Application Tamper-Proofing and Integrity:

e Problem: An attacker could modify the app's code to
redirect funds or steal keys.
e Architecture:

o Code Obfuscation: Use R8 or a commercial tool like
DexGuard to make reverse engineering difficult.

o Integrity Checks: Implement runtime integrity
checks. The app should calculate the hash of its own
code and compare it to a pre-computed value. If they
don't match, the app should shut down.

o Root/Jailbreak Detection: Proactively check if the
device is rooted. If it is, either disable all functionality
or immediately alert the user and close the app.

o Emulator Detection: Prevent the app from running in
an emulator, as it's a common environment for
attackers.
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4.Secure Communication:

e Problem: An attacker could intercept network traffic to
read transaction data or other sensitive information.
e Architecture:

o TLS 1.3 with Certificate Pinning: All network
communication must be encrypted with TLS 1.3. For
APl endpoints that handle transactions, implement
certificate pinning.

o Sighed Payloads: All sensitive APl requests should
be signed by the client (using a separate, non-
custodial key from the user's wallet key) to ensure
data integrity and prevent replay attacks.
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5.Real-Time Threat Detection;

e Problem: An attacker could exploit an unknown
vulnerability.
e Architecture:

o Security Event Logging: Implement a comprehensive
security monitoring system to log events like root
access, tamper detection, or failed biometric
attempts.

o Backend Analysis: Send these events to a backend
that can analyze the data, detect anomalies, and
alert the security team.

o Dynamic Response: The backend should have the
ability to dynamically respond to threats. For
example, if a user's device is flagged as
compromised, the server could temporarily disable
that user's ability to make transactions until they are
verified.
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6.Supply Chain Security:

e Problem: A malicious library in your app could
compromise security.
e Architecture:

o Dependency Audits: Regularly audit all third-party
libraries for known vulnerabilities using tools like
OWASP Dependency-Check.

o Minimalist Dependencies: Use as few third-party
libraries as possible to reduce the attack surface.
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A cryptocurrency app's security framework is a living
system. It requires continuous monitoring, regular
penetration testing, and a proactive approach to
identifying and mitigating new threats. The architecture

must prioritize the protection of the private key above all
else.
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Design security measures that protect against advanced
persistent threats.

Advanced Persistent Threats (APTs) are sophisticated,
long-term attacks where a malicious actor gains access to a
network or system and remains undetected for an extended
period. For an Android application, this means an attacker
could exploit a zero-day vulnerability, get root access, or
leverage a custom piece of malware to continuously attack
the app.

A multi-layered, adaptive security architecture is necessary
to defend against APTs.
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1. Multi-layered Defense (Defense in Depth):
e Concept: A single point of failure should not lead to a
complete compromise.
e Architecture:
o Layer 1 (Hardening): Start with standard security
practices:
= Obfuscation with R8.
= Certificate pinning.
= Secure data storage with the Keystore.
= Enforce HTTPS.
o Layer 2 (Runtime Protection): Add runtime checks to
detect attacks as they happen:
= Root/Jailbreak detection.
= Tamper detection.
= Emulator detection.
= Screen capture prevention.
o Layer 3 (Adaptive Security): The system should
dynamically adjust its security posture based on the
threat level.
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2. Code Integrity and Runtime Attestation: I

 Problem: A sophisticated attacker could patch the app's
code in memory or on disk to bypass a security check.

e Concept: The app must verify its own integrity at
runtime.

e Architecture:

o Multi-Point Integrity Checks: Don't just check the
hash of the app once at startup. Check critical code
paths and data at multiple points in the application's
lifecycle.

o Remote Attestation: For high-security operations,
use Android's Key Attestation API. This API generates
a certificate from a secure hardware element that
proves that a key was created on a genuine device
and that its properties (e.g., biometric authentication
is required for its use) have not been tampered with.
This is a very powerful defense against device
compromise.

o Backend Verification: The backend should not
blindly trust the client. It should verify the integrity of
the code and the device's security posture by
checking the attestation certificate from the client
before allowing a sensitive operation.
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3. Behavior-Based Anomaly Detection:

e Problem: A rule-based system can't detect a novel
attack. An APT may have a unigque, custom signature.

e Concept: Build a profile of "normal" user and device
behavior.

e Architecture:

o Collect Behavioral Data: Log a wide range of user
and device behavior (anonymized): login times,
geographic location, device model, network type,
app crashes, and API call patterns.

o Backend Analytics: Use machine learning to analyze
this data. A pattern of a user's device suddenly
making API calls from a different country at a strange
time, with a different device model, could be a high-
confidence threat.

o Threat Scoring: Assign a "threat score" to each user/
device based on their behavior. If the score crosses a
threshold, trigger an alert.
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4. Adaptive Security Measures: B
e Problem: Applying the same security policy to a low-risk
user on a pristine device and a high-risk user on a rooted
device is inefficient.
e Concept: The app's security posture should be dynamic.
e Architecture:

o Remote Configuration: Use a remote configuration
service (e.g., Firebase Remote Config) to dynamically
change the app's behavior.

o Dynamic Actions:

= Low Threat Score: Allow full functionality.

= Medium Threat Score: If a user's device is
flagged as having a medium threat score (e.g.,
detected a proxy), the app could disable certain
features, like financial transfers, and force a re-
authentication.

= High Threat Score: If a user's device is confirmed
as rooted and tampered with, the app can refuse
to run or display a warning.

o Risk-Based Authentication: For financial
transactions, you could implement risk-based
authentication where a user on a low-risk device can
make a small transaction with just a fingerprint, but a
large transaction on a high-risk device requires a
second factor (e.g., a one-time password).
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By designhing an architecture that is not only hardened but
also intelligent and adaptive, an architect can build an
application that can successfully defend against
sophisticated and evolving threats.
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Create a security compliance framework that meets
international standards.

A security compliance framework is a formal set of policies,
procedures, and controls that ensures an application meets
specific regulatory and legal requirements. For applications
operating internationally, this means aligning with standards
like GDPR, PCI DSS, and other industry-specific regulations.

The Core Principle: Security as a Process Compliance isn't a
one-time event; it's a continuous process that requires a
dedicated framework for implementation, monitoring, and
auditing.
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1. Data Privacy and GDPR (General Data Protection —p
Regulation):
 Requirements: GDPR governs the collection, processing,
and storage of personal data of EU citizens. Key
principles include:

o User Consent: Users must explicitly consent to data
collection.

o Data Minimization: Only collect the minimum amount
of data necessary.

o Right to Be Forgotten: Users have the right to
request their data be deleted.

o Data Portability: Users have the right to get a copy
of their data.

e Android Implementation:

o Privacy Policy: The app must have a clear and
accessible privacy policy.

o Permission Requests: Use the runtime permission
system to get explicit consent for sensitive data
access.

o Data Deletion: Provide a clear way for users to
request data deletion.

o Data Storage: Encrypt all user data, both in transit
and at rest. If the data contains PIl (Personally
|dentifiable Information), it must be handled with
extreme care.
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2. Payment Card Industry Data Security Standard (PCI DSS):

 Requirements: PCI DSS applies to any application that
stores, processes, or transmits cardholder data (credit card
numbers). Key requirements include:

o Secure Network: Using firewalls and secure
configurations.

o Data Encryption: Encrypting cardholder data in transit
and at rest.

o Vulnerability Management: Regularly scanning for
vulnerabilities.

e Android Implementation:

o No Card Data Storage: The simplest way to comply is
to never store, process, or transmit cardholder data in
your app. Instead, use a secure third-party payment
gateway (e.qg., Stripe, Braintree) that handles the card
data in a PCl-compliant environment.

o Secure Payment Forms: If you must have a payment
form in your app, it should be served from a secure,
tokenized environment from the payment provider. Do
not build this yourself.

o Network Security: All communication with payment
APIs must use a strong TLS configuration with
certificate pinning.
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3. Health Insurance Portability and Accountability Act
(HIPAA):

e Requirements: HIPAA governs Protected Health
Information (PHI) in the US.
e Android Implementation:
o Access Control: Access to PHI must be strictly
controlled and logged.
o Encryption: All PHI must be encrypted.
o Secure Communication: Use E2EE for all
communication involving PHI.
o Auditing: Implement a robust logging system to audit
all access to PHI.
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4. The Compliance Framework: Implementation &
Auditing: —_—
e Policies and Procedures:

o Coding Standards: Implement secure coding
guidelines. Use a static analysis tool (e.g.,
SonarQube, MobSF) to enforce these.

o Dependency Management: Regularly audit third-
party libraries for vulnerabilities.

o Security Champions: Designate a "security
champion" in the development team to be the go-to
person for security.

e Security Audits and Assessments:

o Penetration Testing: Hire a third-party security firm
to conduct regular penetration tests on your
application.

o Vulnerability Scanning: Use automated tools to scan
your app for known vulnerabilities.

o Code Reviews: Conduct manual security code
reviews for all new features.

e Documentation and Reporting:

o Maintain detailed documentation of all security
controls and policies.

o Create reports on compliance status, audit findings,
and remediation plans.

o Be ready to provide this documentation to regulators
or auditors.
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Building a security compliance framework is a testament
to an organization's commitment to protecting user data.
It's a structured approach that moves security from a
reactive task to an integral part of the development and
business process, ensuring that the application meets the
highest standards of trust and integrity.
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These comprehensive
answers aim to equip you with
the knowledge required for
Architect-level and Senior-
level interviews, and to make
informed architectural
decisions in your real-world

projects.Good luck.
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