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Hello to all my dear friends and companions!

I'm very happy to be with you on Day 23 of the
#30DaysOfAndroid challenge. | know many of us wish our app
development process was faster, more reliable, and had fewer
errors. Today, we're going to dive into one of those topics that
makes exactly that happen: CI/CD (Continuous Integration /
Continuous Deployment) and DevOps!

CI/CD is the beating heart of modern software development
teams. By implementing it correctly, we can prevent wasted time
on repetitive tasks, find bugs earlier, and deliver our apps to users
with greater speed and confidence. This knowledge will transform
you from a developer into a key and valuable member of any
development team.
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Given the depth and breadth of this topic, we've divided it into
two distinct parts.

This article is Part 1 of this comprehensive discussion. In this
section, we will focus on fundamental concepts and common
questions at the Junior and Mid-Levels. From understanding the
concept of CI/CD and its importance to setting up automated
tests in Cl and implementing deployment strategies for different
environments, we will provide the necessary foundations for
entering the world of DevOps.

Get ready to multiply your development quality and speed by
diving deeper into the world of CI/CD. Join us as we enter the
world of building fast and stable applications! %
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Junior Level Questions
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What is CI/CD and why is it important for Android
development?

CI/CD stands for Continuous Integration / Continuous
Deployment (or Delivery). It's a fundamental practice in
modern software development that automates the process
of building, testing, and deploying an application. It's an
essential part of the larger DevOps culture, which aims to
bridge the gap between development and operations teams.

e Continuous Integration (Cl): This is the practice of
automatically merging code changes from all developers
into a main branch frequently, typically multiple times a
day. Every time a developer commits a new code
change, a Cl server automatically runs a series of tasks:

a.Building the project: Compiling the app from the
latest code.

b.Running automated tests: Executing unit tests, lint
checks, etc.

c.Generating artifacts: Creating the APK or AAB file.
The goal is to catch bugs and integration issues early,
before they become a bigger problem.
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e Continuous Deployment / Delivery (CD): I

o Continuous Delivery: This is an extension of ClI
where a build that has passed all automated tests is
automatically prepared for a release. It ensures that
you have a deployable artifact at any time, but the
final deployment to a store or a server is a manual
step.

o Continuous Deployment: This takes Continuous
Delivery one step further. A build that passes all tests
Is automatically deployed to users without any
manual intervention. This is the ultimate goal of a
fully automated pipeline.
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Why is CI/CD important for Android development?

1.Early Bug Detection: By running automated tests on
every code push, you catch bugs and regressions the
moment they are introduced, making them much easier
and faster to fix.

2.Faster Release Cycles: The automated process allows
you to ship new features and bug fixes to users much
faster and more reliably. You can go from a developer's
machine to the Play Store in minutes, not hours or days.

3.Improved Code Quality: The CI pipeline enforces
coding standards and runs quality checks (like linting),
preventing subpar code from reaching the main branch.

4.Better Collaboration: When developers merge their
code frequently and the Cl system validates it, the risk of
merge conflicts and breaking the build is minimized.
This allows teams to work more effectively together.

5.Reliable Builds: The Cl server provides a clean,
consistent build environment every time. This
eliminates "works on my machine" issues and ensures
that the final app is always built in a predictable way.
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In short, CI/CD is the backbone of modern, high-velocity
Android development. It allows teams to move fast
while maintaining a high level of quality and stability.
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How do you set up basic automated testing in CI?

Setting up basic automated testing in a Cl pipeline is a
fundamental step. The goal is to run the tests that you
already have on your local machine, but on a remote, clean
environment. The two main types of tests you'll run are Unit
Tests and Instrumented Tests.

We'll use GitHub Actions as a modern, common example. A
GitHub Actions workflow is defined in a YAML file (.yml) in
your project's .github/workflows directory.

1. Unit Tests (./gradlew test)
Unit tests are fast and don't require an Android device or
emulator. They run on the JVM.
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Configuration (android.yml):

e on: [push, pull_request]: This tells GitHub to run this
workflow on every push to main and on every new
pull_request.

o ./gradlew test: This is the Gradle command that runs all

unit tests in your project. If any test fails, the workflow
will fgj
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2. Instrumented Tests (./gradlew connectedCheck)
Instrumented tests run on a real Android device or an
emulator. This is more complex to set up in a Cl
environment, as it requires a virtual device.

e Using a Virtual Device on GitHub Actions:
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e reactivecircus/android-emulator-runner@v2: This is a
powerful third-party GitHub Action that handles the
complex process of setting up and running an Android
emulator, allowing you to run your instrumented tests.

e ./gradlew connectedCheck: This Gradle command runs
all instrumented tests and lint checks in your project. If
an instrumented test fails, the workflow will fail.
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These workflows ensure that every time new code is
committed, the build is validated, and all automated
tests pass before the code can be merged into the main
branch, a core tenet of Continuous Integration.
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Explain the Android app deployment process.

Deploying an Android app to the Google Play Store is the
final step in the development lifecycle. The process is fully
managed through the Google Play Console and involves
several key stages.

1.Build a Sighed App Bundie:

e The first step is to generate a release build of your app.
This build must be signed with a unique release key.
This key is crucial for establishing your identity as the
app developer and ensuring the integrity of your app.

e The modern, recommended format for deployment is
the Android App Bundle (AAB) (.aab). AABs contain your

app's code and resources, and the Google Play Store uses

them to generate and serve optimized APKs tailored to
each user's device configuration. This reduces app
download size and saves storage.
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2.Upload to Google Play Console:

e You log in to the Google Play Console, which is your hub
for managing all aspects of your app.

e You create a new release on a specific track and upload
your AAB file.

3.Release Tracks:
The Play Store offers several release tracks for different
stages of testing and deployment:

e Internal Testing: This is for quick internal testing. You
can invite up to 100 internal testers to try the app. It's
the fastest way to get a new version to your team.

e Closed Testing (Alpha/Beta): This is for a wider, but
still controlled, group of testers. You can invite a specific
list of users or a larger, open group of people. This
allows you to gather feedback and bug reports before a
full release.

e Open Testing: This is a public beta. Any user can join
your beta test from the Play Store page. It's a great way
to test new features with a large audience before
releasing them to everyone.

e Production: This is the final track. When you deploy a
release to production, it becomes available to all users
on the Google Play Store.
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4.Review and Rollout;

e After you upload an AAB and submit it for review, the
Google Play team performs an automated and manual
review of your app to ensure it meets all of the Play
Store's policies.

e Once the review is complete, you can begin your release
rollout. The recommended practice is a phased rollout.
You can release the app to a small percentage of users
(e.g., 5%), monitor for crashes or issues, and then
increase the percentage gradually until it's available to
100% of your audience.
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This process ensures that a well-tested, sighed, and
secure version of your app is delivered to users in a
controlled and reliable manner.
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Mid-Level Questions
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Implement automated builds with testing and quality checks.

For a mid-level developer, a Cl pipeline is more than just
running tests; it's about enforcing a high standard of quality.
This means integrating static analysis tools and code
coverage reports into the automated workflow.

Here's an example of an enhanced GitHub Actions
workflow:
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Key enhancements in this workflow:

1.Code Quality Tools (e.g., Detekt):

o Whatitis: Detekt is a static code analysis tool for
Kotlin. It checks for code smells, complex code, and
enforces a consistent coding style.

o How it works: You add the Detekt Gradle plugin to
your project. The task ./gradlew detektCheck then
runs the analysis. The CI will fail if Detekt finds any
issues, preventing low-quality code from being
merged.

2.Code Coverage Reports (e.g., JaCoCo):

o Whatitis: JaCoCo (Java Code Coverage) is a tool
that measures how much of your code is covered by
your automated tests. It generates a report showing
which lines of code were executed.

o How it works: You add the JaCoCo Gradle plugin to
your project. The task ./gradlew jacocoTestReport
generates the coverage report.

o Best Practice: You can set a minimum coverage
threshold. The jacoco-report GitHub Action shown in
the example can be configured to fail the build if the
coverage percentage drops below a certain level
(e.g., 75%). This ensures that new code is always
accompanied by tests.
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By adding these steps to your Cl pipeline, you go beyond
just checking for functionality and actively work to

maintain a high-quality, bug-free, and well-tested

codebase. This is a hallmark of a mature development
process.
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How do you manage different app sighing configurations?

App signing is a critical security step for Android apps. Every
release build must be signed with a unique key. In a
professional environment, you need a secure and automated
way to manage different signing configurations, especially for
debug and release builds.

Importance of Sighing Configurations:

 Release Key: The release key is your app's unique
identity. It is used to sign your production apps. It must be
kept extremely secure, as a compromised key could allow
an attacker to upload malicious updates to your app.

e Debug Key: Android Studio automatically generates a
debug key for your debug builds. It's not secure and is
only used for testing and development.

e CI/CD: The CI pipeline needs access to the release key to
sign the final AAB for deployment.
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Best Practices for Securely Managing Keys:

1.Never Commit the Key or Password to Git: Your release
key (.keystore file) and its passwords should never be
stored in your public or private Git repository.

2.Store Key in a Secure Location:

o Local Development: Store the .keystore file in a
secure, local directory that is outside of your project
and add it to your .gitignore file.

o CI/CD: Use the CI/CD platform's built-in secrets
management.

= GitHub Actions: Use GitHub Secrets. You can
store the encoded .keystore file and its
passwords as environment variables.
= Jenkins/GitLab: Use their respective secret
management tools.
3.Configure Gradle to Use the Keys: You can configure
different signing configurations in your module-level
build.gradle.kts file.
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Example Configuration with Environment Variables

(in build.gradle.kts):
This example shows how to use environment variables for

your release key.
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How it works:

e |[n your CI pipeline (e.g., GitHub Actions), you would first
use a base64-encoded version of your .keystore file and
a script to decode it and save it to a file.

e Then, you set the environment variables
RELEASE_KEYSTORE_FILE,
RELEASE_KEYSTORE_PASSWORD, etc., with the secure
values from your GitHub Secrets.

e The Gradle script will then read these environment
variables at build time and use them to sign the release
AAB.

Esmaeeil Moradi
@esmaeeil-moradi/700

26



This approach ensures that your sensitive sighing
credentials are never exposed in your codebase, keeping
your application and your developer identity secure.
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Design deployment strategies for different environments
(dev, staging, production).

In a professional setting, you rarely deploy directly to the
production environment. You need a structured deployment
strategy that allows you to test new features in a safe,
controlled manner before they reach end-users. This is
achieved by combining build variants with automated
deployment tools.

The Strategy:
1.Build Variants for Environments:

e Use product flavors to define your environments: dev,
staging, and production.

e Each flavor will have a different application ID
(applicationldSuffix), a different app name (resValue), and
different APl endpoints (buildConfigField).

e The debug build type is used for all development builds,
while the release build type is used for staging and
production.
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Example build.gradle.kts:
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2.Automated Deployment with CI/CD:

Your CI/CD pipeline should be designed to automatically
deploy to the correct environment based on the branch and
build type.

e Development Deployment (Cl to devDebug):
o Trigger: On every push to a feature branch.
o Action: The CI pipeline builds the devDebug variant,
runs tests, and deploys it to a service like Firebase
App Distribution or an internal testing channel. This
provides rapid feedback to the developer.

e Staging Deployment (Cl to stagingRelease):

o Trigger: On every pull_request merged into a main or
release branch.

o Action: The ClI pipeline builds the stagingRelease
variant, signs it with the release key, and
automatically uploads the AAB to a Firebase App
Distribution group. This allows QA testers and
stakeholders to test the release candidate.
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e Production Deployment (Cl to productionRelease):

o Trigger: A manual trigger or a git tag push. This is a
critical step that should not be fully automated to
prevent accidental releases.

o Action: The CI pipeline builds the productionRelease
variant, signs it, and uploads the AAB to the Google
Play Console's Internal/Alpha/Production track using
a tool like the fastlane supply plugin or the gradle-
play-publisher plugin.
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By implementing this strategy, you create a controlled and
reliable flow: developers test on dev, QA tests on staging,
and releases are carefully managed before they reach
production. This minimizes the risk of bugs and ensures a
smooth, predictable delivery process.
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These comprehensive
answers aim to equip you with
the knowledge required for
Architect-level and Senior-
level interviews, and to make
informed architectural
decisions in your real-world

projects.Good luck.
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