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Hello to all my dear friends and companions!

I'm very happy to be with you on Day 24 of the
#30DaysOfAndroidChallenge. | know many of us wish our app
development process was faster, more reliable, and had fewer
errors. Today, we're going to dive into one of those topics that
makes exactly that happen: CI/CD (Continuous Integration /
Continuous Deployment) and DevOps!

CI/CD is the beating heart of modern software development
teams. By implementing it correctly, we can prevent wasted time
on repetitive tasks, find bugs earlier, and deliver our apps to users
with greater speed and confidence. This knowledge will transform
you from a developer into a key and valuable member of any
development team.
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Given the depth and breadth of this topic, we've divided it into
two distinct parts.

Welcome to Day 24 of the #30DayAndroidChallenge! In this part,
we're moving beyond the basics of CI/CD and exploring
advanced, strategic concepts for building, deploying, and
maintaining mobile applications at scale. These are the skills that
separate a good developer from a great one—the ability to think
about the entire lifecycle of an application and not just the code.

Get ready to multiply your development quality and speed by
diving deeper into the world of CI/CD. Join us as we enter the
world of building fast and stable applications! %
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Senior Level Questions

Esmaeeil Moradi
@esmaeeil-moradi/00




—

Create a comprehensive CI/CD pipeline with automated testing
and deployment.

A comprehensive CI/CD pipeline is more than just a build
script; it's a series of automated stages that ensure a high-
quality, reliable, and deployable artifact. This process
creates a continuous feedback loop that is crucial for
modern software development.

Stages of a Robust CI/CD Pipeline:

1.Version Control:

This is the starting point. The pipeline is triggered
automatically by an event, such as a code push to a feature
branch or a pull request being opened.

2.Build:

e Action: The Cl server fetches the latest code and uses a
build tool (e.g., Gradle) to compile the app.

e Automation: The pipeline runs ./gradlew assembleDebug
or ./gradlew bundleRelease to create the debug APK or
release AAB.

e Feedback: A build failure is the first and most critical
feedback. The pipeline must fail immediately, and the
developer should be notified.
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3.Automated Testing:

This is a multi-stage process to ensure gquality at every level.
e Unit Tests: These are the fastest and should run first. A
task like ./gradlew test executes all JVM-based tests.

e Integration Tests: These test how different components
of the app work together.

e UI/End-to-End (E2E) Tests: These tests run on an
emulator or a real device and simulate user interactions
(e.qg., using Espresso or Ul Automator). This is often the
longest stage and may be run in a separate, later job. A
task like ./gradlew connectedCheck handles this.

e Quality Checks: This stage includes static analysis and
linting (./gradlew lint, ./gradlew detektCheck).

3.Package & Artifact Management:
e Action: Once the build and tests pass, the pipeline
creates the final, signed AAB or APK.
e Automation: The artifact is uploaded to a secure artifact
repository (e.g., a Firebase App Distribution channel or a
private repository like Artifactory).
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5.Release & Deployment:

e Action: The artifact is deployed to a specific
environment.

e Automation: This is often a configurable stage. A
successful build might be automatically deployed to a
staging environment. A deployment to production might
be a manual trigger or a git tag event. Tools like Fastlane
or the gradle-play-publisher plugin can automate the
upload to the Google Play Console.

6.Monitoring:

e Action: After deployment, you need to monitor the app's
health and performance in the wild.

e Automation: The pipeline should have hooks to alert a
monitoring platform (e.g., Crashlytics, Firebase
Performance Monitoring) of the new release. This
creates the final feedback loop, allowing the team to
quickly identify and respond to post-deployment issues.
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Failure Handling and Feedback Loops:

 Immediate Feedback: The pipeline should send
immediate notifications (e.g., via Slack, email) on any
failure.

e Failure Analysis: Tools like build scans can be used to
quickly diagnose the root cause of a build failure.

 Automated Rollback: For critical applications, the
deployment stage should have an automated rollback
mechanism that reverts to the last known good version if
monitoring detects a critical issue (e.g., a crash rate
spike).
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Implement blue-green deployment strategies for mobile
applications.

Blue-green deployment is a release strategy that minimizes
downtime and risk by running two identical production
environments, "Blue" and "Green." At any given time, only
one environment is live. When you deploy a new version,
you deploy it to the inactive environment (e.g., "Green").
Once you've verified it, you can switch the traffic from
"Blue" to "Green." This is challenging for mobile apps, as you
cannot just switch endpoints for a live app already installed
on a user's device.
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Applying Blue-Green to Mobile Apps:
While the traditional blue-green model doesn't directly
apply, the underlying principles of risk mitigation and
controlled rollout are highly relevant.

1.Phased Rollouts (Google Play Console):

e Concept: This is the most common and effective way to
implement a blue-green strategy on mobile.

e Implementation: You release a new app version to a
small percentage of your users (e.g., 5% of your "Green"
users). You closely monitor crash rates and performance
metrics for this group.

e Verification: If everything is stable, you gradually
increase the rollout percentage to 10%, 50%, and finally
100%. If a critical issue is found, you can halt the rollout
or "roll back" by releasing a bug-fixed version to the
affected users.
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2.Feature Flags (The True Blue-Green for Mobile):

e Concept: This is the closest you can get to a true blue-
green strategy for a mobile app's features. You ship both
the old and new code in the same app version, and you
control which code path is activated for which user via a
remote configuration.

e Implementation:

o "Blue" State: The app is running the old feature.

o "Green" State: The app is running the new feature,
but it's hidden behind a feature flag.

o Deployment: You release the new app to all users.

o Traffic Switch: Once the app is deployed, you
remotely activate the feature flag for a small
percentage of users. This is your "Green" group.

o Rollback: If you find an issue, you can instantly turn
off the feature flag for the "Green" group, reverting
them to the "Blue" state without a new app release.
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Challenges and Considerations:

e Caching: A user's device might cache the feature flag
configuration. You need to design your system to handle
this and force a refresh when necessary.

 Network Latency: The "traffic switch" (i.e., turning on a
feature flag) is dependent on the user's network
connection.

e State Management: The app must be able to gracefully
handle the transition between the old and new features
without crashing or losing data.
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By combining phased rollouts for the app version and

feature flags for individual features, a senior developer
can design a robust blue-green strategy that minimizes
risk and provides immediate control over hew code in a
live environment.
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How would you implement feature flags and
A/B testing in CI/CD?

Feature flags and A/B testing are powerful tools for
managing the release of new features and validating
product hypotheses. When integrated into a CI/CD pipeling,
they become a core part of a data-driven development

Process.
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1. Implementing Feature Flags in CI/CD:

e What are they? A feature flag (or toggle) is a variable
stored in a remote configuration service (e.g., Firebase
Remote Config, LaunchDarkly). The app reads this
variable to decide whether to show a new feature.

e CI/CD Integration:

a.Code Integration: The developer writes code for the
new feature and wraps it in a conditional statement
that checks the feature flag's value. The flag name
itself is often a property managed in a centralized
file.

b.Build: The CI pipeline builds the app with this new
code, but the feature is off by default.

c.Deployment: The pipeline deploys the app to the
store. The new code is now on users' devices but is
inactive.

d.Release: A non-technical person (e.g., a product
manager) can then use the feature flag dashboard to
turn on the feature for a specific group of users or all
users, without a new app release.

e Benefits: This decouples the deployment process from
the release process. You can push code to production on
a schedule and then release features on demand. You
can also turn off a buggy feature instantly without an
emergency hotfix.
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2. Integrating A/B Testing with CI/CD: —
e Whatis it? A/B testing is a method of comparing two

versions of a feature ("A" and "B") to determine which
one performs better.
e CI/CD Integration:

a.Hypothesis: A product team forms a hypothesis

(e.qg., "Changing the button color to red will increase
conversion rates.").

b.Feature Flag Setup: A developer creates a feature
flag and configures it to have two variations: "A" (the
current feature) and "B" (the new feature).

c.Build and Deploy: The developer ships the app with
both variations of the code, but they are gated by the
feature flag.

d.Experiment: A tool like Firebase A/B Testing is used
to remotely activate the flag for a specific
percentage of users, randomly assigning them to
either the "A" or "B" group.

e. Analytics: The app sends analytics data (e.g., button
clicks, conversions) for both groups to a monitoring
platform.

f. Analysis and Decision: The product team analyzes
the results. If "B" performs better, the feature flag is
permanently turned on for all users. The non-

performing "A" code can then be removed in a future
release.
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By integrating these tools into the CI/CD pipeline, the
development process becomes a data-driven machine.
New features are developed, shipped, and validated
against real user behavior, all within an automated and
controlled environment.
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Architect Level Questions
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Architect a global CI/CD system that supports multiple teams
and regions.

Architecting a global CI/CD system is about building a
scalable, resilient, and highly available platform that can
serve multiple, geographically-distributed teams. The key is
to decentralize where necessary but centralize where it

provides value.
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1. Centralized Control Plane, Decentralized Workers:

e Control Plane: A single, central CI/CD orchestrator (e.g.,
GitLab CI/CD, Jenkins Controller) should manage the
entire pipeline. This provides a single source of truth for
pipeline definitions, configurations, and monitoring.

e Distributed Build Agents/Runners: Build workers should
be distributed across different geographical regions
(e.g., AWS EC2 instances in different zones). This
minimizes build latency for teams in that region and
reduces the load on a single Cl server. A developer in
Europe will have their build run on an agent in an EU data
center.

2. Artifact Management and Caching:

e Problem: Build artifacts and dependencies need to be
available globally with low latency.

e Solution:

o Centralized Repository: Use a robust, centralized
artifact repository (e.g., JFrog Artifactory) to store all
dependencies (Maven artifacts) and build outputs
(AABS).

o Remote Build Cache: This is a game-changer for a
global system. Configure a remote build cache that is
also distributed globally. A build from a team in Asia
can reuse a cached build result from a Cl runner in
the US, dramatically reducing build times.
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3. Region-Specific Deployments:

e Problem: Deploying to a specific region or a different
store (e.g., Google Play vs. Samsung Galaxy Store)
requires different configurations.

e Solution:

o Pipeline Parameterization: Use pipeline variables
and parameters to specify the target region and
store.

o Environment-Specific Configuration: Use separate
configuration files or secrets for each region's API
keys, endpoints, and store credentials.

o Phased Rollouts by Region: Implement a phased
rollout strategy that can be controlled on a per-
region basis, allowing teams to test in a specific
market before a global release.

4. DevOps Monitoring and Analytics:

e Centralized Monitoring: All build data, deployment
metrics, and application performance data should be
collected in a centralized dashboard. This provides a
single, global view of the entire system's health.

 Role-Based Access: Implement fine-grained, role-based
access control to ensure that teams can only view and
manage the pipelines and data relevant to their projects.
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This architecture creates a system that is not only
scalable but also highly resilient to network and regional
failures. It empowers teams to build and deploy quickly
while providing centralized oversight and control.

Esmaeeil Moradi
@esmaeeil-moradi700

22



—

Design deployment strategies for high-availability mobile
applications.

For high-availability mobile applications (e.g., FinTech apps,
social networks), any downtime or major issue can have
significant financial and reputational consequences. The
deployment strategy must prioritize reliability and rapid
recovery.
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1. Phased Rollouts with Automated Monitoring and
Rollback:

 Phased Rollout: This is the foundation. A new version is
released to a small user segment (e.g., 1-5%) and
monitored closely.

e Automated Monitoring: The system must automatically
and continuously monitor key metrics from the deployed
app:

o Crash Rate: Monitor for any increase in the crash
rate.

o Error Rate: Monitor for an increase in network errors
or API failures.

o Performance Metrics: Monitor for a spike in latency
or a drop in frame rates.

 Automated Rollback: This is the most critical part. If any
of the monitored metrics cross a predefined threshold,
the deployment must be automatically halted, and the
previous, stable version must be redeployed to the
affected users. This requires a CI/CD system with a
strong integration with monitoring platforms.
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2. Decoupling Deployment from Release (Feature Flags):

e Strategy: As mentioned previously, this is a key
architectural decision. The new code is deployed to all
users but is inactive.

e Benefits: If an issue is found, the feature can be disabled
instantly via a remote configuration, effectively
performing a "rollback" without a new app release. This
provides a near-zero-downtime recovery mechanism for
feature-specific issues.

3. Multi-Region and Store Deployments:
e Strategy: For a truly global, high-availability app, you
can't rely on a single deployment channel.
e Implementation:
o Deploy the app to multiple app stores (e.g., Google
Play, Amazon App Store, third-party stores in China).
o Use different signing keys and configurations for
each store to ensure compliance and security.
o Use a single CI/CD pipeline that can deploy to all
these different stores, ensuring consistency.
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4. Emergency Hotfixes:

e Strategy: A process for an emergency hotfix is crucial.

e Implementation: The CI/CD pipeline should have a
dedicated, fast-tracked "hotfix" pipeline that can quickly
build, test, and deploy a minimal, critical patch. This
pipeline should skip all non-essential steps to get the fix
to users as fast as possible.
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This multi-layered approach—from phased rollouts to
automated rollbacks and the strategic use of feature flags
—ensures that even for high-availability applications, new
features can be shipped with confidence and that the
system is resilient to post-deployment issues.
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Create a DevOps monitoring and analytics platform for mobile
development.

A DevOps monitoring and analytics platform is a system that
collects, visualizes, and analyzes data from the entire
software development lifecycle. Its purpose is to provide a
comprehensive view of the development process, enabling
data-driven decisions and continuous improvement.
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Key Metrics to Monitor: '
e Build Metrics:
o Build Time: Average, 95th percentile, and trend over
time.
o Cache Hit Rate: Percentage of tasks that used the
build cache.
o Build Failure Rate: Percentage of builds that fail.
e Quality Metrics:
o Unit Test Pass Rate: Percentage of tests that pass.
o Code Coverage: Trend of code coverage over time.
o Lint/Static Analysis Errors: Number of warnings or
errors found.
 Deployment Metrics:
o Deployment Success Rate: Percentage of
deployments that complete successfully.
o Deployment Frequency: How often a build is
deployed to production.
o Lead Time: Time from code commit to deployment.
e Application Health Metrics (Post-Deployment):
o Crash Rate: A key metric to monitor.
o Performance Metrics: App startup time, API latency,
Ul rendering time.
o User Feedback: Integration with app store reviews
and crash reports.
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Platform Architecture:

1.Data Collection:

e CI/CD Pipeline: Use custom Gradle plugins or scripts to
collect build and test metrics from the ClI pipeline.

e Application: Use SDKs (e.g., Firebase Performance
Monitoring, Crashlytics) to collect post-deployment app
health metrics.

o External Sources: Pull data from other platforms, such
as the Google Play Console API (for reviews, install data)
and version control APls (for commit data).

2.Data Ingestion and Storage:

e Ingest all data into a central data warehouse or time-
series database (BigQuery, InfluxDB, ElasticSearch). This
allows you to combine and query data from different
sources.

e Ensure the data schema is well-defined to allow for easy
analysis and visualization.
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3.Visualization and Analysis:

e Dashboards: Use a visualization tool (Looker Studio,
Grafana, Kibana) to create a set of key dashboards:

o DevOps Health: A high-level view of all key metrics
(build time, crash rate, deployment frequency).

o Team Performance: Dashboards showing metrics
specific to each development team.

o Release Monitoring: A dashboard to monitor a new
release in real-time, showing crash rates and
performance metrics.

e Analysis: Use the platform to analyze trends, identify
correlations (e.g., a spike in build time after a specific
commit), and pinpoint bottlenecks.

4.Alerting and Feedback:
e Set up automated alerts that notify the relevant team on
a critical event (e.g., a build failure, a crash rate spike).
e Integrate the platform with communication tools (e.g.,
Slack) to deliver these alerts directly to the team.
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This platform moves a team from a reactive stance (fixing
a bug after a user reports it) to a proactive one, where
data guides the entire development and deployment
process, leading to continuous improvement and a better
end product.
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These comprehensive
answers aim to equip you with
the knowledge required for
Architect-level and Senior-
level interviews, and to make
informed architectural
decisions in your real-world

projects.Good luck.
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